Phone Security Case Study



e Milestone

— Motorolla / Android
phone

* Can be controlled from
your computer

 from any web browser

 The phone does run a
web server
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From the Phone

* Enable service over wifi!

Connect with WIFI
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 Message telling you how to access your phone
from anywhere in the connected word!

Type

In your PC browser
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http://172.2...:8080/
http://172.2...:8080/
http://172.2...:8080/
http://172.2...:8080/
http://172.2...:8080/
http://172.2...:8080/
http://172.2...:8080/
http://172.2...:8080/
http://172.2...:8080/
http://172.2...:8080/
http://172.2...:8080/

* Type in the URL and you’'ll get the page below
* Then hit next

arks Tools Help

r_" http://172.24.2.88:8080/login/intro.html

Most Visited Getting Started

- ." o
@ Disable~ £\ Cookies~ | CSS~ =] Forms~ |#| Images - @ Information - Miscellaneous ~ .~ Outline~ J Resize~ 7 Tools ~ 12| View Source ~ Options ~
[El Moto Phone Portal

Welcomel!

Use Moto Phone Portal to manage your phone from a PC

|

For the best Moto Phone Portal experience, please use
Internet Explorer 7 or Firefox 3

&/ English (US) v

Done

Linux/26.29-0...  Tor Disabled



* Now you’ll get access to phone functions

72 = | |2~ Google
# Most Visited @ Getting Started 5. Latest Headlines

(D Disable~ & Cookies= | €SS+ ) Forms= @ Images ~ @) Information = ' Miscellsneous = . Outline = _ § Resize* " Tools = 2] View Source~ .~ Options * v 0O
 El Moto Phone Portal [+ ™

| @ MOTO PHONE PORTAL g

| Home Contacts Photos Settings Support

(Unknown) v | sws | cas |

No Mobile Inbox records,

..........
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e Notice:
— It didn’t ask for a password!
— There is no authentication

— Not such a great default

* What might work for the USB cable doesn’t seem right
for wifi!



* Configure it properly
e Add Secure username and password
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e Much better!

@) Moto Phone Portal - Mozilla FirefoXi _ am -
File Edit View History Bookmarks Tools Help

@D—v c 4 | | httpy//172.24.2.88:8080/login/login.html 7% | [28- Google LIRS
£ Most Visited P Getting Started . Latest Headlines

@ Disable~ £ Cookies~ .| CSS~ [ Forms~ @ Images ~ © Information~ | Miscellaneous ~ .~ Outline - ,,f, Resize ~ J’ Tools ~ Q View Source~ -’ Options ~ v 0 ©
| || Moto Phone Portal [+ =

Username

Password

Please use your phone to reset the
login ID and password

Login

m

| |

5

-

Done
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Linux/2.6.29-0...  Tor Disabled
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* but wait

* No SSL/TLS
* How can this be a secure password!

ﬁmMoto Phone Portal -‘Moégq irefo
File Edit View History Bookgs

@E' (5 %y ||| http://172.24.2.88:8080/login/login.htm|

£ Most Visited P Getting Startetie
& Disable ~ & Cookies~ | CSS~ - | Forms~ & Images ~ @ Information~ | Miscellaneous ~ .~ Outline ~ ,‘: Resize ~ V_;b Tools~ k

lools Help

Headlines

' || Moto Phone Portal |-

Username




the attack



* In the coffee shop and decide
to use phone’s portal feature
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* It might seem that the computer
is connecting to the phone directly




* |n fact, this is done via the common
access point
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* |n fact, this is done via BROADCASTING
to the common access point
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* What if someone happens to be running
a sniffer? Like wireshark..
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il (Untitled) - Wireshar
Eile Edit View Go Capture Analyze Statistics Telephoni Tools Help

* they’d be getting a copy of all the traffic
e and they can read the contents

BEoee EEXEE A¢e*»TLI(EE @A @8 M % B

Filter: | ip.addr==172.24.2.88 and tep.port==
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Protocol

TCP
HTTP

TCP

TCP

TCP

HTTP
TCP
TCP
TCP
TCP

Info

hs-port > http-alt [ACK] Seq=1l Ack=1 Win=17408 Len=0
GET /images/Button_Hover.png HTTR/1.1

http-alt > hs-port [ACK] Seq=1 Ack=518 Win=6912 Len=0
ibp > http-alt [ACK] Seg=1 Ack=1 Win=17408 Len=0
blockade-bpsp > http-alt [ACK] Seg=1 Ack=1 Win=17408 Len=0

GET /dashboard.htm] HTTP/1.1

[TCP segment of a reassembled PDU]

[TCP segment of a reassembled PDU]

hs-port = http-alt [ACK] Seq=519 Ack=1466 Win=17408 Len=0
http-alt > blockade-bpsp [ACK] Seq=1 Ack=540 Win=6918 Len=0

Accept-Encoding: gzip,deflate\r'n

Accept-Charset: IS0-8859-1,utf-8;g=0.7,%;q=0.7r"\n
Keep-aAlive: 115%r'\n
Connection: keep-alivelrin

referer: http://172.24,2.88:8080/Togin/Togin. htmlrin

Cookie: SESSION_ID=C3763707-d513-489a-91c4-78F0403cebag’r'n
Content-Type: application/x-www-form-urlencoded\riin
F Content-Length: 75%rin

Yyl

E Line-based text data: application/x-www-form-urlencoded

j_username=sk&j_password=d0717f47123f763c266cala759dcaf30&loginButton=Login

m

1

0250
0260
0270
0280
0290
02a0
02b0
02cO
02d0
02e0

33

63 65 62
79 70 65

0Oa
70
2d
od
3a

43
70
66
0a
20

bt be

74

65 be

61
2d
74
Da

74
69

3cebbb. .
Type:
1 X - W
encoded.

ap

assword=

123f763cC
59dcaf30

Content-
licatio
arm-ur

(D Text item (), 75 bytes

| Packets: 1167 Displayed: 810 Marked: 0 Dropped: 0

Profile: Default




 Say they single out the phone connection

File Edit VYiew Go Capture Analyze Statistics Telephunz Tools Help

Filte

AesdTL|IEEF QD #0M % B

IT Expression... Clear Apply

Ma. . Time Source Destination Protocol Info

. 926148

2. hs-port = http-alt [ACK] Sec
18 4.935115 172.24.2.97 172,24,

HTTP GET /images/Button_Hover.pnc

P P
2]
ca

.114522 172.24.2. 24,2, http-alt > hs-port [ACK] Sec
.116520 172.24.2. .24 2. ibp = http-alt [ACK] Seg=l »

L117229 172.24.2. 24,2, blockade-bpsp > http-alt [AC

5.121066 172. 2. . 2. GET /dashboard.htm]l HTTP,/1.1
29 5.147858 172.24.2.88 172.24.2.97 TCP [TCF segment of a reassemble
30 5.149015 172.24.2.88 172.24.2.97 TCP [TCP segment of a reassemble
31 5.149077 172.24.2.97 172.24. 2. 88 TCP hs-port > http-alt [ACK] Sec
32 5.154865 172.24.2.88 172.24.2.97 TCP http-alt > blockade-bpsp [AC

Accept-Encoding: gzip,deflate‘rn
Accept-Charset: IS0-8859-1,utf-8;9=0.7,%;g=0.7r%n
kKeep-aAlive: 115%r'n
Connection: keep-alive‘\rin
rReferer: http://172.24.2.88:8080,/Togin/Togin. html%rin
Cookie: SESSION_ID=c3763707-d513-489a3-91c4-78f0403cebbahrin
Content-Type: application/x-www-Torm-urlencodedhrin
# Content-Length: 75%.r'n

rhn

= Line-based text data: application/x-wew-form-urlencoded
j_username=sk&j_password=d0717f47123f763c266ca3ar59dcaf30&loginButton=Login

0250 33 63 65 62 36 36 0d 0a 43 6f 6e 74 65 6e 74 2d  3cebbbd.. Content-
0260 54 79 70 65 33 20 61 70 70 6¢c 69 63 61 74 69 &Ff  Type: ap plicatio

AT 7ThN PP T = O T T e o B o B o N g | o € 7T oA A T O TTY o~ e Far Eeme el Enr'ln P




*Or just search for a common word. Like:

password

m
Eie for You Go Gpowe e sotc | [ Wireshark: Find Packet | W S (oo o(El )
| — — i I

SEHese DEXZ S X

Filter: | ip.addr==172.24.2.88 and tcp.port== -Find
No..  Time sou[ | | By: () Display filter () Hexwvalue @ String g
1460 ws=8
: Len=0 M55=1460 Ws5=
. 926148 |F1Iter:| nassword =0
. 936115
fws=8
-Search In -5tring Options -Direction— ||| Giuss=rasomms=srns
.114522 . i - . . n=0
) Packet list (Case sensitive © Up =0 MS5=1460 Ws=1
.116520
— () Packet details | | Character set: @ Down —
28 5.121066 172 @ Packet bytes ASCI Unicode & Non-Unicode
29 5.147858 172 I -
30 5.149015 172
31 5.149077 172 i B Len=0
32 5.154865 172 Heip Find Cancel 918 Len=0 -
Accept-Encoding: gzip,deflate\r'n -
Accept-Charset: ISO-8859-1,utf-8;qe—0— — 7 ——= = T = —
Keep-aAlive: 115%r'\n
Connection: keep-alivelrin
referer: http://172.24,2.88:8080/Togin/Togin. htmlrin
Cookie: SESSION_ID=C3763707-d513-489a-91c4-78F0403cebag’r'n
Content-Type: application/x-www-form-urlencoded\riin
Content-Length: 75%rin =
\rin
E Line-based text data: application/x-www-form-urlencoded
j_username=sk&j_password=d0717f47123f763c266cala759dcaf30&loginButton=Login -
0250 33 63 65 62 36 36 O0d Oa 43 6f 6e 74 65 6e 74 2d 3cebbb.. Content- ~
0260 54 79 70 65 3a 20 61 70 70 6c 69 63 61 74 69 6F Type: ap plicatio
0270 6e 2f 78 2d 77 77 77 2d 66 of 72 6d 2d 75 72 6¢ n/x-www- Torm-url
0280 65 6e 63 6F 64 65 64 0d 0a 43 6f 6e 74 65 6e 74 encoded. .Content
0290 5 be = ‘e
02a0 usernam
02b0 assword=
02c0 123f763cC
02do 59dcaf30
02el

O| Text item (), 75 bytes Profile: Default

—f oy e

| Packets: 1167 Displayed: 810 Marked: 0 Dropped: 0

-



*They’d get something like:

0250 33 &3 65 62 36 36 0d Oa 43 6T 6e 74 65 be 74 2d  3cebbb.. Content-

0260 54 79 70 65 3a 20 61 70 70 6c 69 63 61 74 69 6f Type: ap plicatio
0270 6e 2f 78 2d 77 77 77 2d 66 6f 72 6d 2d 75 72 6cC n/x-www- Form-ur

D280 &5 62 63 6F 64 65 64 0d 0Oa 43 6f G6e 74 65 Ge 74 encoded, .Content

0290 2d 4c 65 be 67 74 68 3a 20 37 35 0d 0a O0d 0a [F -Length: 75....
02a0 2 /3 B3 72 6 d 6% 3d 73 6b : : : ;_*
02 b0 FAra dao717r47
02c0 - 26bCadar’
02d0 &loging

02e0

\Which contains:

J username= sk
] passwords= d0717£47123£f763c266ca3a759dcaf30

*But that’s not so bad is it?
*Looks like the password is Encrypted?
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* Oris it just hashed?
* MD5 maybe?

* a quick “view source” finds:

function encodePassword (a) {var b=$.md5 (a) ;return b}

FYI

* So the attacker won’t find the password.
e But does it matter?

o T
o T
o T

ne PC browser send the hashed password to the phone.
he attacker has the hashed password.

ne attacker can send the hashed password to the phone.

MD5 (“'soso”)= d0717£47123£f763c266ca3a759dcaf30



Conclusion

Do not run a web server on your phone unless
you know what you’re doing!

What works for a cable might not work for
wifi:
— Context matters!

Security is difficult
Scrutiny is essential



