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trends



“Data Breaches by the Numbers,” http://www.securityweek.com/data-breaches-numbers

See Also: http://www.privacyrights.org/data-breach
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The Two Faces of 
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www.economist.com/news/business/21677639-business-protecting-against-computer-hacking-booming-cost-immaturity



examples



money.cnn.com/2015/01/07/technology/security/german-website-hacked/index.html





See Also: Hassan Mourad, “The Fall of SS7–How Can the Critical Security Controls 
Help?,” https://www.sans.org/reading-room/whitepapers/critical/fall-ss7--critical-security-controls-help-36225





https://www.schneier.com/blog/archives/2015/01/hacking_attack_.html













https://firstlook.org/theintercept/2015/02/19/great-sim-heist/



http://www.digitaljournal.com/article/355222







http://www.scmagazine.com/barracuda-appliances-susceptible-to-backdoor-access/article/277391/



https://community.rapid7.com/community/infosec/blog/2015/12/20/cve-2015-7755-juniper-screenos-authentication-backdoor



http://arstechnica.com/security/2016/01/et-tu-fortinet-hard-coded-password-raises-new-backdoor-eavesdropping-fears/



ATMs



http://www.wired.com/threatlevel/2010/07/atms-
jackpotted/



“What was interesting about this variant of Ploutus was that it 
allowed cybercriminals to simply send an SMS to the compromised ATM, then 
walk up and collect the dispensed cash. It may seem incredible, but this technique 
is being used in a number of places across the world at this time.”
http://thehackernews.com/2014/03/hacking­atm­machines­for­cash­with­just.html?m=1





It’s for your own good!



http://articles.washingtonpost.com/2011-12-14/business/35287129_1_carrier-iq-andrew-coward-
trevor-eckhart



Trusting organization



http://spectrum.ieee.org/telecom/security/the-athens-affair



motive



Motive

“While security for the user might 
mean the repulse of `evil hackers […] 

security for the vendor means 
growing the market and crushing the 
competition.”

– Ross Anderson, "Security in Open versus Closed 
Systems - The Dance of Boltzmann, Coase and 
Moore", Open Source Software : Economics, Law 
and Policy, Toulouse, France, June 20-21, 2002.



opportunity



Reflections on 
Trusting Trust
Ken Tompson

 Communication of the ACM, Vol. 27, No. 8, 
August 1984

Opportunity



Reflections on 
Trusting Trust
Ken Tompson

 Communication of the ACM, Vol. 27, No. 8, 
August 1984

Opportunity

“The moral is obvious. You 
can't trust code that you 
did not totally create 
yourself. (Especially code 
from companies that 
employ people like me.)”



War stories



http://www.quadibloc.com/crypto/ro0204.htm
http://www.iwm.org.uk/online/eniga/eni-intro.htm



French Weapons in the Falklands

• France manufactured the 
Exocet […]

– France also provided a vast, 
virtually unprecedented 
amount of technical 
assistance, including 
information on how to combat 
the Exocet missile, which 
could well have been decisive 
in assuring a British victory.

http://en.wikipedia.org/wiki/Exocet



Kill switches!



spectrum.ieee.org/may08/6171



Conspiracies



http://www.f-
secure.com/weblog/archives/00002226.html



http://news.cnet.com/8301-27080_3-20068836-
245/china-linked-to-new-breaches-tied-to-rsa/



http://www.bbc.co.uk/news/technology-13078297



http://vincentarnold.com/blog/chinese-backdoors-hidden-in-router-
firmware/



  
www.theguardian.com/world/2013/jun/08/nsa­prism­server­collection­facebook­google

en.wikipedia.org/wiki/2013_mass_surveillance_disclosures



  
https://www.schneier.com/crypto-gram-1311.html



  
https://www.schneier.com/crypto-gram-1311.html

“Attacks only get better”



hothardware.com/News/Former-Microsoft-Privacy-Chief-Says-He-No-Longer-Trusts-The-Company/



● Stallman: How Much Surveillance 
Can Democracy Withstand?

Robust Protection for Privacy Must Be 
Technical

wired.com/opinion/2013/10/a-necessary-evil-what-it-takes-for-democracy-to-survive-surveillance/





Physical vs. Digital world

• what Morpheus might have said
– “Do you believe that my being stronger or 

faster has anything to do with my muscles in 
this place?”

• mediation, proxies, and trust



● “Top Digital Security trends”:
● Software-Defined Security
● Big data security Analytics
● Intelligent / Context-aware security Analytics
● Application isolation
● Endpoint threat detection & response
● Website protection
● Adaptive access
● People-centric security
● Securing the Internet of Things

Internationally

• www.insurancetekinsights.com/security/ten-information-security-trends-to-watch-out-for-gartner/
•  www.networkworld.com/article/2365757/network-security/gartner-top-trends-in-it-security-technology.html

http://www.insurancetekinsights.com/security/ten-information-security-trends-to-watch-out-for-gartner/
http://www.networkworld.com/article/2365757/network-security/gartner-top-trends-in-it-security-technology.html
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Trust management

http://www.insurancetekinsights.com/security/ten-information-security-trends-to-watch-out-for-gartner/
http://www.networkworld.com/article/2365757/network-security/gartner-top-trends-in-it-security-technology.html
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