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IP Addressing




Lecture Objectives

Upon completion of this lecture, you will be able to:
Describe the structure of an IPv4 address.
Describe the purpose of the subnet mask.

» Compare the characteristics and uses of the unicast, broadcast, and
multicast IPv4 addresses.

» Compare the use of public address space and private address space.
Explain the need for IPv6 addressing.
Describe the representation of an IPv6 address.
Describe types of IPvé network addresses.

» Configure global unicast addresses.
Describe multicast addresses.
Describe the role of ICMP in an IP network. (Include IPv4 and IPv6.)
Use ping and traceroute uftilities to test network connectivity.



Lecture Overview

Introduction

IPv4 Network Addresses

Network Address Translation for IPv4
IPv6 Network Addresses

Connectivity Verification

Summary



IPv4 Network Addresses




IPv4 Address Structure

Binary Notation

o Binar'y notation Positional Notation

refers to the fact X :

that computers o
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and Os P 17— —
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. . Paositional Value 100 10 1

- Conver"hng blnary Mumerical |dentifier | 1 9 2

to decimal r'equir'es Numerical Value 17100=100 9°10=80 =2

an understanding " /
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of a numbering 100+9042

system



IPv4 Address Structure

Binary Number System

(DOTTED DECIMAL ADDRESS |2 192 . 168 . 10 . 10

32-BIT ADDRESS | fummer < 11000000 10101000 00001010 00001010

‘M/"

Radix 2 2 2 2 2 7 2 2
"Exponent [ 5 ) 2 1 i
OctetBitValues | 128 | 64 | 32 | 16 | 8 4 2 07
Binary Address 1 1 0 0 0 o
Binary Bit Values | 128 64 O g |0 0 0o 0

Y
Add the binary bit 128 + 64 = 192

values,



IPv4 Address Structure

Converting a Binary Address to Decimal

Practice

27 20 2 24 2 2 2 20
128 b4 32 16 8 4 2 1
1 0 1 1 0 0 0 0
27 2° 2° 24 27 2 21 20
128 b4 32 16 8 2 1
1 1 1 1 1 1 1 1




IPv4 Address Structure
Converting a Binary Address to Decimal

Practice

7 76 25 74 P 72 71 20

128 B4 32 16 a8 4 2 1

1 0 1 1 0 0 0 0

Answer =176

27 28 2° 24 27 2° 21 20

128 (i k 32 16 a8 4 2 1

1 1 1 1 1 1 1 1

Answer = 255




IPv4 Address Structure

Converting a Binary Address to Decimal

32-Bit IP Address

1
Octet 1 Octet 2 Octet 3 Octet 4

Octet

it [128/64[32/16|8| 4| 2[1| [128|64|32|16| 8|4 | 2| 1| |128l64|32|16{2|4|2|1| |128i64|32| 168 |42
Values
Binary 4y lalalolololol ] 1 [a]1|ala]alolol | o |olalal]olt]al] o |a]a]ali]|al1|a
Address

Binary

it (128)64|0 |0 |o|ololo| l128 o[32{als|o|o|o|| o |o|o|ola|olz|o]]| o |o|o|o|s|ol2|0
values | 117 | | I RN R

128 + 64 =192 128 + 32 + 8 =|168 8+2=[10 g+2=10

192 168.10.10
Dotted Decimal Address



IPv4 Address Structure

Converting from Decimal to Binary

Exponent | 247 | 246 | 245 | 204 | 243 | 202 | 28 | 240

168 = ? binary

OctetBil lqog| g4 | 32| 16| 8| 4| 2 | 1

Values
Binay | 4 1l gl 1lol1lo|lo]lo
Address
A A A A + A
168 >= 128 @
168 - 128= 4!:1

4!] »= o4

03‘32 f g >
af - 32= E
i}- 5 :\/>

8-8=




IPv4 Address Structure

Converting from Decimal to Binary (Cont.)

Convert Decimal to Binary
192.168.10.10

7\

192 168 10 10
11000000 10101000 00001010 00001010

\\ |/ /

11000000 10101000 00001010 00001010

Binary IPv4 Address




IPv4 Subnet Mask
Network Portion and Host Portion of an IPv4 Address

» To define the network and host portions of an address, a devices
use a separate 32-bit pattern called a subnet mask

= The subnet mask does not actually contain the network or host
portion of an IPv4 address, it just says where to look for these
portions in a given IPv4 address

Host

MNetwork Portion —  Portion —
IPvd Address 192 ] 168 ) 10 ' 10
11000000 10101000 OO0O001010 ‘| ooooioio
Subnet Mask 255 . 255 255 / 0

11111111 11111111 11111111 00000000




IPv4 Subnet Mask
Network Portion and Host Portion of an IPv4 Address (cont.)

Valid Subnet Masks

subnet Bit Value

WLl 28 Tea [32 [16 [8 [+ 2 |1
755 1 1 1 1

254
252
248
240
224
192
128
0

1
0
0
0
0
0
0
0
0

e O o R e R e Y e TN T Y
e B e A e Y e B e B e R TS
e J e Y e R e B e B e B e TS

1
1
1
1
1
0
0
0
0

Bl i) A Al Al &) A Al &
o D s ) A ) A A A s
=2 a2 ) A s A




IPv4 Subnet Mask

Examining the Prefix Length

Dotted Decimal Significant bits shown
in binary
Wetwork Address [ 1041024 | 000000
First Host Address i 23t g | 10.1.1.00000001
Last Host Address 1011254 10.1.1.11111110
Broadcast Address 10.1.1.255 10.1.1.11111111
Mumber of hosts: 248 — 2 = 254 hosts

Wowork Address 1049077 [ 0100000 |

First Host Address iy B8 e 10.1.1.00000001
Last Host Address 10.1.1.126 10.1.1.01111110
Broadcast Address 1014427 10.1.1.01114111

Number of hi_:IS’[SZ 27 =2=128 _ht_:nsts.

Wotwork Address 1049070 [ 0 00000 |

First Host Address 10441 10.1.1.00000001
Last Host Address 10.1.1.62 10.1.1.00111110
Broadcast Address 10.1.1.63 10.1.1.00111111

Number of hi_ZIE’[SZ 2 -2=102 hiosts




IPv4 Subnet Mask

Examining the Prefix Length (cont.)

Dotted Decimal Significant bits shown
in binary
Wefwork Adaress | 1044007 | 101 o000
First Host Address 394 S e 10.1.1.00000001
Last Host Address 10.1.1.30 10.1.1.00011110
Broadcast Address B Sl 1o § 10,1.1.00011111
Mumber of hosts: 285 — 2 = 30 hosts

[Network Address [ 1044070 | 0000000

First Host Address g5 b s e A | 10.1.1.00000001
Last Host Address 10.1:1.14 10.1.1.00001110
Eirr;:a!:icast Address 10.1.1.15 10.1.1.00001111

Number of Hnsts: A4 — 2 = 14 hosts




IPv4 Subnet Mask

|IPv4 Network, Host, and Broadcast

Address

10.1.1.254

!
- | 10.1.1.12
B - GO/0
=4 10.1.1.1/724 £ :
=== =

4 \g

10.1.1.10 10.1.1.11

10.1.1.0/24

Network Portion Host Portion
10 1 1 0
00001010 00000001 00000001 00000000 All 0s -
NETWORK
ADDRESS
10 1 1 10
00001010 00000001 00000001 00001010 Os and 1sin
host portion
10 1 1 255
00001010 00000001 00000001 11111111 All 15 -
BROADCAST
ADDRESS




IPv4 Subnet Mask

First Host a_nd__Last Host Addresses

10.1.1.254

10.1.1.12

—=F

g

10.1.1.10 10.1.1.11

10.1.1.0/24

Network Portion Host Portion
10 1 1 1 FIRST HOST
00001010 00000001 00000001 00000001 Allosanda lin
the host portion
10 1 1 254 LAST HOST
00001010 00000001 00000001 11111110 Alllsanda 0in
the host portion




IPv4 Subnet Mask

Bitwise AND Operation

1AND1=1 1ANDO=0 OAND1=0 OANDO=0

|IPvd Address

Subnet Mask

Metwork Address

192 168 10 10
11000000 10101000 00001010 Q0001010

255 235 253 0
11111111 11111111 11111111 00000000

192 168 10 0
11000000 10101000 00001010 00000000




IPv4 Unicast, Broadcast, and Multicast

Assigning a Static IPv4 Address to a Host

LAN Interface Properties Configuring a Static IPv4 Address
-?H l:n ternet Protocol Version 4 (TCP/TPwd) Properbies _ﬂ_ﬂJ
Netwodang I.Mrm'ﬁ:ﬂnnl Sharing | o |
Connect K
. b Yo can get IP setfings assioned automatically if your network supports
i'i,'" Irtel{F) B2575LM Grgabe Metwork Comnection this capahitty, Otherwse, vou need to a5k your network administrator
for the appropriate IP setiings,
" Obtan an IP address automatcally
(¥ Lise the foowing IP address:

% J)G0S Pocket Scheduer IP address: .0 .6 .1

|+ Emﬂﬁhﬁ Shering for Micrasoft Networks Subner mask: JES  IRE . P85 . 0O

¥ i nfemel Protocol Verson 6 (TCP/IPE)

VL temel Protocdl Version 4 (TCP/PvA) | | Defauit gateway: 0,0 .0 .25§

¥ & Linkc-Layer Topology Discavery Mapper |/0 Driver

b - Link-Layer Tapology Discovery Responder €7 bty DS s adirper alktmitically

e I N T % Lse the folawng DNS server addresses:

~ Diesomption Preferred ONS server: |

Alicowrs your comprierto access esmorces on @ Micmoaoft

netwark. Alternate DNS server: |

I™ Valdate settings upon et Aibvanaadd ., I
4] 4 Cancel oK Cancel




IPv4 Unicast, Broadcast, and Multicast

Assigning a Dynamic IPv4 Address to a Host

Internet Protocal Yersion d [TCP/IPwd) Properties

General | Altermate Configuration

You can get [P settings assignad automatically IT your network supports
this capability, Otherwise, you need to ask vour nebvwork admiristrator
for the appropriate IP setiings.,

. ————
| @ Obtain an IP address sutomaticaly

U Use ‘j'e_ﬁ:uli:v-.x'ng IP address:

@) Obtain DNS server address automatically

Lize the folioneng DS server addresses:

C:\> ipconfig

Ethernet adapter Local Area Connection:

IP Address
Subnet Mask
Default Gateway
DNS Servers

10.1.1.101
255.255,255.0

172.16.99.150
172.16.599.151

C:\>

DHCP — The preferred method of assigning IPv4 addresses to hosts on
large networks because it reduces the burden on network support staff
and virtually eliminates entry errors.



IPv4 Unicast, Broadcast, and Multicast

Unicast Transmission

In an IPv4 network, the hosts can communicate one of three different ways:
Unicast, Broadcast, and Multicast

Unicast Transmission

#1 Unicast — the |
process of sending a Destination: 1716 4.253
packet from one host to
an individual host.

172.16.4.253
172.16.4.1

-
172.16.4.2 172.16.4.3




IPv4 Unicast, Broadcast, and Multicast

Broadcast Transmission

In an IPv4 network, the hosts can communicate one of three
different ways: Unicast, Broadcast, and Multicast.

#2 Broadcast —the
process of sending a
packet from one host to
all hosts in the network.

NOTE: Routers do
not forward a
limited broadcast!

Directed broadcast

=  Destination
172.16.4.255

= Hosts within the
172.16.4.0/24 network

Limited Broadcast

Source: 172.16.4.1
Destination; 255.255 255255

X
-

172.16.4.1

172.16.4.253

172.16.4.2 1721643




IPv4 Unicast, Broadcast, and Multicast

Multicast Transmission

In an IPv4 network, the hosts can communicate one of three different ways:
Unicast, Broadcast, and Multicast.

#3 Multicast - The process of sending a packet from one host to a
selected group of hosts, possibly in different networks.

- Reduces traffic

- Reserved for addressing multicast groups - 224.0.0.0 to
239.255.255.255.

= Link local - 224.0.0.0 to 224.0.0.255 (Example: routing information
exchanged by routing protocols)

« Globally scoped addresses - 224.0.1.0 to0 238.255.255.255
(Example: 224.0.1.1 has been reserved for Network Time Protocol)



Types of IPv4 Address

Public and Private IPv4 Addresses

Private address blocks are:

% Hosts that do not require access to the Internet can use private
addresses

= 10.0.0.0 to0 10.255.255.255 (10.0.0.0/8)
= 172.16.0.0 to 172.31.255.255 (172.16.0.0/12)
= 192.168.0.0 to0 192.168.255.255 (192.168.0.0/16)

Shared address space addresses:

% Not globally routable

% Intended only for use in service provider networks
% Address block is 100.64.0.0/10



Types of IPv4 Address

Special Use IPv4 Addresses

+ Network and Broadcast addresses - within each network the
first and last addresses cannot be assigned to hosts

» Loopback address - 127.0.0.1 a special address that hosts use to
direct traffic to themselves (addresses 127.0.0.0 to
127.255.255.255 are reserved)

» Link-Local address - 169.254.0.0 to0 169.254.255.255
(169.254.0.0/16) addresses can be automatically assigned to the
local host

» TEST-NET addresses - 192.0.2.0 10 192.0.2.255 (192.0.2.0/24)
set aside for teaching and learning purposes, used in
documentation and network examples

» Experimental addresses - 240.0.0.0 to 255.255.255.254 are
listed as reserved




Types of IPv4 Address

Legacy Classful Addressing

IP Address Classes

Address | 1stoctet | 1st octet bits Network( ) and Defauilt subnet | Number of possible

Class range ( Host() parts of | mask (decimal |networks and hosts
(decimal) ) address and binary) per network

A 00000000

1127

d MN.H.H.H 255.0.0.0 128 nets (2*7)
o1111111 16,777,214 hosts per
net (2424-2)
B 128-191 10000000~ N.N.H.H 255.255.0.0 16,384 nets (2414)
10111111 65,534 hosts per net
(2716-2)
c 192-223 11000000- N.N.N.H 255.255.255.0 2,087,150 nets
11011111 (2*21) 254 hosts per
net (248-2)
D 224-239 11100000- NA (multicast)
11101111
E 240-255 11110000- NA (experimental)

1111111



Types of IPv4 Address

Legacy Classful Addressing (cont.)

Classless Addressing

» Formal name is Classless Inter-Domain Routing (CIDR, pronounced
“cider

= Created a new set of standards that allowed service providers to
allocate IPv4 addresses on any address bit boundary (prefix length)
Instead of only by a class A, B, or C address



Types of IPv4 Address

Assignment of IP Addresses

Regional Internet Registries

(RIRS)
R e &

ARIN

e e e b —r— sy

" ()APNIC

<,




Types of IPv4 Address

Assignment of IP Addresses (Cont.)

The 3 Tiers of ISPs

Internet Backbone

ISPs are large national
or international ISPs that

are directly connected to Tier1
the Internet backbone. (ex. Sprint, Savvis)
Tier 2 ISPs generally _ / \
focus on business Tier 2 Tier 2
customers. (ex .nLayer) (France Telecom)
Tier 3 Tier 3
(ex. Fortress ITX) (ex. Beachcomputers)
Tier 3 ISPs often bundle : :
Internet connectivity as a part of ;rr:teerrﬁ eItSISD ;ﬁﬂ?ﬂgﬁfﬁeﬁ'g
network and computer service ISPS

contracts for their customers.



Network Address Translation for IPv4




NAT Characteristics

IPv4 Private Address Space

» IPv4 address space is not big enough to uniquely address all
the devices that must be connected to the Internet.

» Network private addresses are described in RFC 1918 and
are to designed to be used within an organization or site
only.

» Private addresses are not routed by Internet routers while
public addresses are.

» Private addresses can alleviate IPv4 scarcity, but because
they aren't routed by Internet devices, they first need to
be translated.

» NAT is process used to perform such translation.




NAT Characteristics

IPv4 Private Address Space

Private Internet addresses are defined in RFC 1918:

| Class | RFC 1918 Internal Address Range | CIDR Prefix

A 10.0.0.0 - 10.255.255.255 10.0.0.0/8
B 172.16.0.0 - 172.31.255.255 172.16.0.0/12
C 192.168.0.0 - 192.168.255.255 192.168.0.0/16

NAT
Router

Internal Network Internet
Private |IPv4 Address Public IPv4 Address
Space Space

MNAT Translations




NAT Characteristics
What is NAT?

NAT is a process used to translate network addresses.
NAT's primary use is to conserve public IPv4 addresses.

NAT is usually implemented at border network devices, such as
firewalls or routers.

NAT allows the networks to use private addresses internally, only
translating to public addresses when needed.

Devices within the organization can be assigned private addresses
and operate with locally unique addresses.

When traffic must be sent or received to or from other
organizations or the Internet, the border router translates the
addresses to a public and globally unique address.




NAT Characteristics
What is NAT? (cont.)

router

Stub Network: Only one
exit point to the Internet

NAT-enabled border I

Y

Private Address Space

192.168.10.10 192.168.11.10

Public Address Space
: 209.165.201.1

Internet




NAT Characteristics

NAT Terminology

- Inside network is the set of
devices using private

SA
Inside Local

DA
Cutside
Local

addresses - '

- Qutside network refers to
all other networks

- NAT includes four types of
addresses:

- Inside local address
- Inside global address
- QOutside local address

92 168.10.10
Inside
Address

Inside Network

- . SA
209.165.200 226
Inside Metwork
+ I L - 1 |
F

Local Addresses

DA
| --—15?3|-.u-| Outside
naida Globa Global

I

|

T - =
|

I Qutside Network j

I

| ;

[
I
I
|
[ Global Addresses
|

Web Server

2008.165.201.1

QOutside Address

- QOutside global address




NAT Characteristics

NAT Terminology (cont.)

SA DA SA DA
Inside Local Outside Local Inside Global Outside Global
192.168.10.10 209.165.201.1 209.165.200.226 209.165.201.1
-
DA SA DA SA
Inside Local Outside Local Inside Global Outside Global
192.168.10.10 209.165.201.1 209.165.200.226 209.165.2011

=5

Inside Network
SA

-

209.165.200.226

Qutside Network

»
192.168.10.10

22

ISP

Internat

R2 NAT Table

209.165.200.226 192.168.10.10 209.165.201.1

PC1
Inside Global Inside Local Outside Local Outside Global
Address Address Address Address

209.165.201.1

WWeb Server
209.165.201.1




Types of NAT

Static NAT

» Static NAT uses a one-to-one mapping of local and global
addresses.

» These mappings are configured by the network
administrator and remain constant.

» Static NAT is particularly useful when servers hosted in the
inside network must be accessible from the outside network.

» A network administrator can SSH to a server in the inside
network by pointing the SSH client to the proper inside
global address.




Types of NAT

Static NAT (cont.)

Static NAT
Static NAT Table
Inside Local Address Inside Global Address - Addresses
reachable via R2
192.168.10.10 209.165.200.226
192.168.10.11 209.165.200.227
182.168.10.12 209.165.200.228
Inside Outside
|pc4> ssh 209.165.200.226 |
-

Swvr1 Static NAT Translation

192.168.10.10

Internet
.@.‘5
192.168.10.11
192.168.10.12




Types of NAT

Dynamic NAT

» Dynamic NAT uses a pool of public addresses and assigns
them on a first-come, first-served basis.

» When an inside device requests access to an outside
network, dynamic NAT assigns an available public ITPv4
address from the pool.

» Dynamic NAT requires that enough public addresses are
available to satisfy the total nhumber of simultaneous user
sessions.




Types of NAT

Dynamic NAT (cont.)

Dynamic NAT

IPv4 NAT Pool

192.168.10.12

Inside Local Address Inside Global Address Pool - Addresses
reachable via R2

209.165.200.226

192.168.10.12

Available 209.165.200.227
Available 209.165.200.228
Available 209.165.200.229
A\rai[alb!e 209.165.200.230
Inside Outside
== T
Dynamic NAT Translation
Svr
192.168.10.10

: ' IntemeD




Types of NAT

Port Address Translation

» Port Address Translation (PAT) maps multiple private IPv4
addresses to a single public IPv4 address or a few
addresses.

» PAT uses the pair source port and source IP address to keep
track of what traffic belongs to what internal client.

» PAT is also known as NAT overload.

» By also using the port number, PAT forwards the response
packets to the correct internal device.

» The PAT process also validates that the incoming packets
were requested, thus adding a degree of security to the
session.



Types of NAT

Comparing NAT and PAT

» NAT translates IPv4 addresses on a 1:1 basis between
private IPv4 addresses and public IPv4 addresses.

% PAT modifies both the address and the port number.

% NAT forwards incoming packets to their inside destination
by referring to the incoming source IPv4 address provided
by the host on the public network.

% WIith PAT, there is generally only one or a very few publicly
exposed IPv4 addresses.

» PAT is able to translate protocols that do not use port
numbers, such as ICMP; each one of these protocols is
supported differently by PAT.




Benefits of NAT

Benefits of NAT

» Conserves the legally registered addressing scheme

» Increases the flexibility of connections to the public
network

» Provides consistency for internal network addressing
schemes

» Provides network security




Benefits of NAT

Disadvantages of NAT

» Performance is degraded

% End-to-end functionality is degraded

» End-to-end IP traceability is lost

% Tunneling is more complicated

» Initiating TCP connections can be disrupted




IPv6 Network Addresses




IPv4 Issues

The Need for IPv6

IPv6 is designed to be the successor to IPv4.

Depletion of IPv4 address space has been the motivating factor
for moving to IPvé.

Projections show that all five RIRs will run out of IPv4 addresses
between 2015 and 2020.

With an increasing Internet population, a limited IPv4 address
space, issues with NAT and an Internet of things, the time has
come to begin the transition to IPvé6!

IPv4 has a theoretical maximum of 4.3 billion addresses, plus
private addresses in combination with NAT.

IPv6 larger 128-bit address space provides for 340 undecillion
addresses.

IPv6 fixes the limitations of IPv4 and includes additional
enhancements, such as ICMPvé6.



|Pv4 Issues

IPv4 and IPv6 Coexistence

The migration techniques can be divided into three categories:
Dual-stack, Tunnelling, and Translation.

Dual-stack

g'_ ' kY

Dual-stack
IPv4 and IPvE

Dual-stack Dual sragk
IPva and IPvE g
467 1Pvd and IPVG

Dual-stack
IPyvd and IPvE

Dual-stack: Allows IPv4 and IPv6 to coexist on the same network.
Devices run both IPv4 and IPv6 protocol stacks simultaneously.



|Pv4 Issues

IPv4 and IPv6 Coexistence (cont.)

Tunnelling

IPvd-only Network

r '
|PvE-only Network |PvE-only Network

Tunnelling: A method of transporting an IPv6 packet over an IPv4
network. The IPv6 packet is encapsulated inside an IPv4 packet.



|Pv4 Issues

IPv4 and IPv6 Coexistence (cont.)

Translation

|PvE-only Network |Pvd-only Network

MNATE4 Router

Translation: The Network Address Translation 64 (NAT64) allows
IPv6-enabled devices to communicate with IPv4-enabled devices

using a translation technique similar to NAT for IPv4. An IPv6 packet
Is translated to an IPv4 packet, and vice versa.




IPv6 Addressing

Hexadecimal Number System

Hexadecimal is a base
sixteen system.

Base 16 numbering
system uses the

numbers O to 9 and
the letters A to F.

Four bits (half of a
byte) can be
represented with a
single hexadecimal
value.

Hexadecimal

MiMO0O D> | oo N &klw N a2lo

Decimal

O 00 d o R WN 2o

| | | | ol | -k
bW N = O

Binary

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111




IPv6 Addressing

Hexadecimal Number System (cont.)

Look at the binary bit
patterns that match the
decimal and hexadecimal
values

Hexadecimal

00

01

02

03

04

05

06

07

08

0A

OF

10

20

40

80

Co

I, CA

FO

FF

Decimal

~N oo g bk W2 O

128
192
202
240
255

Binary

0000 0000
0000 0001
0000 0010
0000 0011
0000 0100
0000 0101
0000 0110
0000 0111
0000 1000
0000 1010
0000 1111
0001 0000
0010 0000
0100 0000
1000 0000
1100 0000
1100 1010
1111 0000
1111 1111




IPv6 Addressing

IPv6 Address Representation

% 128 bits in length and written as a string of hexadecimal values

» In IPv6, 4 bits represents a single hexadecimal digit, 32
hexadecimal value = IPv6 address

=2001: ODB8: 0000: 1111: 0000: O000: 0000: 0200
*FES0: 0000: 0000: 0000: 0123: 4567: 89AB: CDEF

% Hextet used to refer to a segment of 16 bits or four
hexadecimals

» Can be written in either lowercase or uppercase



IPv6 Addressing

|IPv6 Address Representation (cont.)

Hextets

0000 0000 0000 0000 0000 0000 0000 0000
to : to . to : to : to : to . to : to
FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF

0000 0000 0000 0000
to to to to
1111 1111 1111 1111




IPv6 Addressing

Rule 1- Omitting Leading Os

» The first rule to help reduce the notation of IPv6é addresses is
any leading Os (zeros) in any 16-bit section or hextet can be

omitted.

% O1AB can be represented as 1AB.
» O9FO can be represented as 9FO.
» 0AOQOO can be represented as AQO.
» OOAB can be represented as AB.

Preferred 2001:0DB8:000A:1000:0000:0000:0000:0100
Mo leading Os 2001: DBEB: A:1000: O: O: O: 100
Compressed 2001:DBE:A:1000:0:0:0:100




IPv6 Addressing

Rule 2 - Omitting All 0 Segments

% A double colon (::) can replace any single, contiguous string of one
or more 16-bit segments (hextets) consisting of all O's.

» Double colon (::) can only be used once within an address otherwise
the address will be ambiguous.

% Known as the compressed format.
» Incorrect address - 2001:0DB8::ABCD::1234.



IPv6 Addressing

Rule 2 - Omitting All 0 Segments (cont.)

Example Preferred (2001 :0DBE :0000: 0000 :ABCD:0000:0000:0100
Omit leading0s|2001: DBE: 0: 0 :ABCD: 0: 0: 100
#1 Compressed | 2001 :DBE: :ABCD:0:0:100
OR A
Compressed 2001 :DBE80:0:ABCD: 100

Only one : : may be used.

FPreferred FES0:0000:0000:0000:0123:4567:89AB:CDEF
Exqmple Omit leading Os FEB(O: 0: 0: 0: 123:45&7:894AR: CDEF
#2 Compressed FES0D::123:4567:89AR :CDEF



Types of IPv6 Addresses

|IPv6 Prefix Length

<+ TIPv6 does not use the dotted-decimal subnet mask notation

+ Prefix length indicates the network portion of an IPv6 address
using the following format:

= IPvé6 address/prefix length
= Prefix length can range from O to 128
= Typical prefix length is /64

164 Prefix

G4 bits G4 bits
||

Prefix Interface ID

Example: 2001:0DB8:000A::/64

2001:0DB8:000A:0000 0000:0000:0000:0000




Types of IPv6 Addresses

IPv6 Address Types

There are three types of IPv6 addresses:
= Unicast

=  Multicast
= Anycast.

Note: IPv6 does not have broadcast addresses.



Types of IPv6 Addresses

|IPv6 Unicast Addresses

L]
Unicast Source [Py Address Destination IPv Address
2001 00BE: ACAD 110 20010088 ACADT: B

S

= Uniquely

identifies an 2001:0DB8:ACAD:1::/64 ] 2001:00B8:ACAD:1::1/64

interface on an

IPv6-enabled
20010085 ACAD:1::9/64

device.

= A packet sent to a J:L
unicast address is
received by the
interface that is
GSSigned Tha.r 2001:0088:ACAD: =20/654
address.

2001:0DB3:ACAD1210/64

=]

2001:00B8:ACAD:1::3/64




Types of IPv6 Addresses

IPv6 Unicast Addresses (cont.)

IPvE Unicast
Addresses

Global Unicast

Link-local

Loopback

Unspecified Address

Unique Local

Embedded IPv4




Types of IPv6 Addresses

|IPv6 Unicast Addresses (cont.)

Global Unicast
= Similar to a public IPv4 address
= Globally unique
= Internet routable addresses

= Can be configured statically or assigned dynamically
Link-local

= Used to communicate with other devices on the
same local link

= Confined Yo a single link; not routable beyond the
link



Types of IPv6 Addresses

IPv6 Unicast Addresses (cont.)

Loopback

= Used by a host to send a packet to itself and cannot be assigned
to a physical interface.

= Ping an IPvé loopback address to test the configuration of
TCP/IP on the local host.

= All-Os except for the last bit, represented as ::11/128 or just ::1.
Unspecified Address
= All-O's address represented as ::/128 or just ::

= Cannot be assigned to an interface and is only used as a source
address.

= Anunspecified address is used as a source address when the
device does not yet have a permanent IPv6 address or when the
source of the packet is irrelevant to the destination.



Types of IPv6 Addresses

|IPv6 Unicast Addresses (cont.)

Unique Local
= Similar to private addresses for IPv4.

= Used for local addressing within a site or between
a limited number of sites.

= Tn the range of FCOO::/7 to FDFF::/7.
IPv4 Embedded (not covered in this course)

= Used to help transition from IPv4 to IPv6.



Types of IPv6 Addresses

|IPVv6 Link-Local Unicast Addresses

+ Every IPv6-enabled network interface is REQUIRED to have a
link-local address

+ Enables a device to communicate with other IPv6-enabled
devices on the same link and only on that link (subnet)

% FE80::/10 range, first 10 bits are 1111 1110 10xx xxxx
» 1111 1110 1000 0000 (FES80) - 1111 1110 1011 1111 (FEBF)

S Remaining o
—— 10 bits — 54 bits 64 bits ——
64
1111 1110 10 Interface ID
L FEBO:1D — .IH.ut-DmatEn::aI!Iy' or
Manual Contigured




Types of IPv6 Addresses

IPv6 Link-Local Unicast Addresses (cont.)

Packets With a IPv6 Link-Local Communications
source or
destination link-local pikieis

Source IPvE Address Destination IPv6 Address
address cannot be FES0:-AAAA EES0:-DODD
routed beyond the
link from where the FIRAHELDA

packet originated.

FESD::DODDGA

FEBO:BEEB/G4 FEBD:CCCC/64




IPv6 Unicast Addresses

Structure of an IPv6 Global Unicast Address

% IPv6 global unicast addresses are globally unique and routable on
the IPv6 Internet

<+ Equivalent to public IPv4 addresses
+ ICANN allocates IPv6 address blocks to the five RIRs



IPv6 Unicast Addresses
Structure of an IPv6 Global Unicast Address (cont.)

Currently, only global unicast addresses with the first three bits of 001 or
2000::/3 are being assigned

Global Routing Prefix Subnet 1D Inferface |D

Range of first hextet:

0010 G000 QOO0 GOO0D (2000)
o
po11 1111 1111 1111 (3FFF)




IPv6 Unicast Addresses
Structure of an IPv6 Global Unicast Address (cont.)

A global unicast address has three parts: Global Routing Prefix,
Subnet ID, and Interface ID.

= Global Routing Prefix is the prefix or network portion of the address
assigned by the provider, such as an ISP, to a customer or site,
currently, RIR’s assign a /48 global routing prefix to customers.

= 2001:0DB8:ACAD::/48 has a prefix that indicates that the first 48 bits
(2001:0DB8:ACAD) is the prefix or network portion.

IPv6 /48 Global Routing Prefix
48 bits 16 bits

{3
=

[

L,

Global Routing Prefix Subnet 1D Interface ID

64 bits

A /48 routing prefix + 16 bit Subnet ID = /64 prefix




IPv6 Unicast Addresses
Structure of an IPv6 Global Unicast Address (cont.)

<+ Subnet ID is used by an organization to identify subnets within its site
+ Interface ID

= Equivalent to the host portion of an IPv4 address.

= Used because a single host may have multiple interfaces, each having
one or more IPv6 addresses.

Interface 1D =
Prefix = 4 hextets 4 hextets
Compressed 2 001:DB8:ACAD:1::10
Reading a Global Unicast Address
Prefix = 4 hexlets Interface 1D = 4 hextets
Preferred 101:0DB8:ACAD:0001:0000:0000:0000:0010

SubnetID= 0001

Interface ID= 0O000:0000:0000:0200




IPv6 Unicast Addresses

Static Configuration of a Global Unicast Address

2001:0DB8:ACAD:1::/64

10

Go/Q 2001:0DB8:ACAD:3::/64
1
1

2001:0DB&:ACAD:2::/'64

Fl(config)#interface gigabitethernet 0/0

Rl {config-if) #ipv6 addresg 2001 :dbB:acad:1::1/64
Rl {cotifig-1f) #no shutdown

Bl lcanfig—if) faxit

Fl(config) iinterface gigabitethernet 0/1
Fllcaonfig-if)#ipve address 2001:dbB:acad:2::1/64
Rliponfig-if) #no shutdown

BElicanfig-if)ftexit

Fifconfig) fiinterface serial 0/0/0

Bl (config-1f)fipve addrezs 2001 :dbBiacad:3::1/64
Bl (canfig-1t) #cleck rate 56000

Elfcanfig-1f) #no shutdown




IPv6 Unicast Addresses
Static Configuration of an IPv6 Global Unicast Address (cont.)

Internet Protocol Version 6 (TCP/IPv6) Properties i 2| x|

General |

You can get IPvS settings assigned automatically it your network supports this capability,
Otherwise, you need to ask your network administrator for the appropriate IPvS settings.

Windows

I PV6 " Obtain an IPv6 address automatically

Setu p —{% Use the following IPvE address:
IPvi address: I 2001:db8:acad: 1::10
Subnet prefix length: F
Default gateway: | 2001:db8:acad: 1::1

£ Obtam DS server address autamatically

¥ Lse the following DNS server addresses:

Preferred ONS server: I

Alternate DNS server: I

[T validate settings upon exit Advanced...

(84 Cancel




IPv6 Unicast Addresses

Dvnamic Configuration of a Global Unicast Address using

SLAAC

Stateless Address Autoconfiguraton (SLAAC)

A method that allows a device to obtain its prefix, prefix length and
default gateway from an IPv6 router

No DHCPVG6 server needed
Rely on ICMPv6 Router Advertisement (RA) messages

IPV6 routers

Forwards IPv6 packets between networks

Can be configured with static routes or a dynamic IPv6 routing
protocol

Sends ICMPv6 RA messages



IPv6 Unicast Addresses
Dvnamic Configuration of a Global Unicast Address using

SLAAC (cont.)

The | Pv6 uni cast-routing command enables IPv6 routing.
RA message can contain one of the following three options:

SLAAC Only - Uses the information contained in the RA
message.

SLAAC and DHCPv6 - Uses the information contained in the RA
message and get other information from the DHCPv6 server,
stateless DHCPv6 (for example, DNS).

DHCPv6 only - The device should not use the information in the
RA, stateful DHCPv6.

Routers send ICMPv6 RA messages using the link-local address as
the source IPv6 address



IPv6 Unicast Addresses
Dvnamic Configuration of a Global Unicast Address using
SLAAC (cont.)

Router Solicitation and Router Advertisement Messages

L_::' Router Solicitation — To all [Pvi routers
"| need addressing information from the router.”

2 8

DHCPwE Server

Router Advertisement — To all IPvE nodes
Option 1 (SLAAC Only) — "Here is your Prefix, Prefix-
length, Default Gateway information.”

Router Advertisement Options.

Option 1 (SLAAC Only) - "I'm everything you need (Prefix, Prefix-length, Default

Gateway )"

Option 2 (SLAAC and DHCPvE) - "Here is my information but you need to gat other

information such as DNS addresses from a DHCPvE server.”

Option 3 (DHCPvE Only) — "l can't help you. Ask a DHCPvE server for all your
“infarmation.”




IPv6 Unicast Addresses
Dvnamic Configuration of a Global Unicast Address using

DHCPvV6 (cont.)

Dynamic Host Configuration Protocol for IPv6 (DHCPvG6)
Similar to IPv4

Automatically receives addressing information, including a global
unicast address, prefix length, default gateway address and the
addresses of DNS servers using the services of a DHCPv6 server.

Device may receive all or some of its IPv6 addressing information
from a DHCPv6 server depending upon whether option 2 (SLAAC
and DHCPv6) or option 3 (DHCPv6 only) is specified in the
ICMPv6 RA message.

Host may choose to ignore whatever is in the router's RA
message and obtain its IPv6 address and other information
directly from a DHCPv6 server.



IPv6 Unicast Addresses
Dynamic Configuration of a Global Unicast Address using
DHCPvV6 (cont.)

Router Solicitation and Router Advertisement Messages

"| need addressing information from the router "

I Routar Solicitation — To all IPvE routers

R
-_——
y’ i
Router Advertisement — To all DHCPwE Server
IPvE nodes
-

Option 2 (SLAAC and DHCPvE) —
"Here Is your Prefix, Prefix-length,

Default Gateway infarmation, but DHCPvE Solicit — To all DHCPvE
you will need to get DNS SBrvers

infarmation fram a DHCPvE Option 2 (SLAAC and DHCPvE) —
server." " need addressing information

from the DHCPvE server.”

Note: An RA with aption 3 (DHCPvE Only) enabled will require the client ta obtain all
information from the DHCPvE Server,




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated

EUI-64 Process

Uses a client's 48-bit Ethernet MAC address and inserts another
16 bits in the middle of the 46-bit MAC address to create a 64-
bit Interface ID.

Advantage is that the Ethernet MAC address can be used to
determine the interface; is easily tracked.
EUI-64 Interface ID is represented in binary and comprises three
parts:

24-bit OUI from the client MAC address, but the 7t bit (the
Universally/Locally bit) is reversed (O becomes a 1).

Inserted as a 16-bit value FFFE.
24-bit device identifier from the client MAC address.



IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

EUI-64 Process

OUI (Organization Device Identifier 24

— Unigue 1 Ie-ntiﬁer] 24 —r— hits
bits
EUI-64 Process | FC ; 99 . 47 b ; CE EOD
Step 1: Split thE__Mﬂi.E-address
Elinar:-.f I’;111 11I'_'EIE1'II1 1%1%010&0111 0111 -.']1I:I1§ 11GI}111':I§111DCI:I'CI

Step 2: Insert FFFE

L4 J

Binary |1111 1100} 1001 1001 01000111 | $999 19945 4111 $148] 0111 01071; 1100 1110¢ 11100000
| 5 5 : .

: i
Step 3: Flip the UIL bit
: |

Binary [1111 111".]% 10M 1-331?']1-33':'111 111 111131111 1110{ 01 EI*I".]“IE 1100 111D§111I:IIII.’.!EI

Modified EUI-64 Interface ID in Hexadecimal Motation

Binary| FE ! 99 i 47 FF ¢ FE | 75

CE | Ef




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

' Rl4show interface gigabitetharnet 0/0
| GigabitEtherneti/0 is up, line protocol iz up

Hardware 15 CN Gigabit Ethernet, address is Te99.4775.c%al
(bia fc9%9.4775.c3e0)

| =Output Omitted=

' El4show ipv6 interface briaf

| GigabitEthernetn/1 [up/up]

2001 :DE9:ACAD:2: 1]
' Serial0/o/0 [UFEUP]‘gf’HHEH
[T EE ™

GigabitEthernetl /0 [up/up]
FEAU::FES9:47TFE:FEFS:CIED =g
Z001:DBA:ACAD:] =21

-

Link-local addresses usin
FEAQ: :FEOIt ATFE i FE[G 1 CIE]  — " “ d
| ELI-64

FEAd::FEQQ:4VFF: FE
2001 :DBEE::ACAD: 321

| serialo/osl [administratively down/down]

unassigned

| R14




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

Randomly Generated Interface IDs

Depending upon the operating system, a device can use a randomly
generated Interface ID instead of using the MAC address and the
EUI-64 process.

Beginning with Windows Vista, Windows uses a randomly generated
Interface ID instead of one created with EUI-64.

Windows XP (and previous Windows operating systems) used EUI-
64.



IPv6 Unicast Addresses

Dyvnamic Link-local Addresses

Link-Local Address

After a global unicast address is assigned to an interface, an
IPv6-enabled device automatically generates its link-local
address.

Must have a link-local address that enables a device to
communicate with other IPv6-enabled devices on the same
subnet.

Uses the link-local address of the local router for its default
gateway IPv6 address.

Routers exchange dynamic routing protocol messages using link-
local addresses.

Routers’ routing tables use the link-local address to identify the
next-hop router when forwarding IPv6 packets.



IPv6 Unicast Addresses

Dvnamic Link-local Addresses (cont.)

Dynamically Assigned

The link-local address is dynamically created using the FE80::/10 prefix
and the Interface ID.

IPv6 Link-Local Address
EUI-64
| Process
B4
1111 1110 10 I ] Interface ID
| 64 bhits
—— FE80:M10 ‘
Randomly —
Generated Number




IPv6 Unicast Addresses

Static Link-local Addresses

Configuring Link-local

Rl ({config) $interface gigabitethernet 0/0
Rl {config-if) $#ipvé address fef0::1 7

link-local Use link-local address

Rl {config-if) #ipvé address fef0::1 link-local
Rl {config-if) ¥exit

Rl {config) $interface gigabitethernet 0/1

Rl (config-if) $ipvé address fe80::1 link-local
Rl (config-if) $axit

Rl {config) $interface serial 0/0/0

Rl {config-if) #ipvé address fef0::1 link-local
Rl (config-if)#



IPv6 Unicast Addresses

Static Link-local Addresses (cont.)

Configuring Link-local

Fl#show ipvé interface brief
GigabitEthernet(/4 [up/up]
FEEQ::1
2001 :DB3:ACAD:-1::1

Statically configured link-

FEBO::1 local addresses

uhnhhaau
GigabitEthernet(/1 [up/up]

{é.H

an

2001 :CBR:ACRD:22:1

Serialb/0/0 lapis] /
F 4

FEE0::1
2001 :DR3 -ACAD:3::1

Seriall/0/1 [adminizstratively down/down]
unaszigned

El#




IPv6 Global Unicast Addresses

Verifying IPv6 Address Configuration

Each interface has
two IPv6 addresses -

1. global unicast
address that was
configured

2. one that begins
with FE8O is
automatically
added as a link-
local unicast
address

2001:0DB3:ACAD:M 64
: g: 1 [l - E D.IID
PCA

. 1
10 G0/

I
2001:00B838:ACAD: 264

2001:0DB3:ACAD:364

-1 —
50:/0/0 E

P2

Blgshow ipwvt interface brief
GigabitEtherneti /0 [upsap]
FEZ0::FES9:47FF:FET75: C3EQ
2001:DB2:ACAD:] ::1
GigabitEtherneti /1 [upsap]
FEZ0::FES9:47FF:FET75:C3E1L
2001:DB2:ACAD:Z2::1
Seriall/s0/0 [up/up]
FEZ0::FES9:47FF:FET75: C3EQ
2001:DBE:ACAD:3::1
Serialds0/1
unassigned

[administratively down/down]

Rl#




IPv6 Global Unicast Addresses

Verifying IPv6 Address Configuration
(cont.)

Rl¥show ipv6 route

| IFve Routing Table - default — 7 suntries

lcodes: © - Connected, L. - Local, 3 - Btatic; U - PeEr-user
istatic

i<output omitted:

>

2001 :DRE:ACAD L 6d [O70]
via GigabitEthernet0/04, directly connected
L 2001:DB8:ACAD:1::1/128 [0/0]
via GigabitEtherneth/d, receive
[ 200L:0B8:ACAD: 2 /0d [4/0]
via GigabitEthernet0/1, directly cennected
2001:DBEIACAD:2:11/128 [0/0]
via sigabitEthernetd/1, receiwve
C.  2001:DBE:ACAD:3::/64 [0/0]
via Seriald/0/0, directly connected

(i}

L 2001 :0BEEzACED 3 1/123: [0/0]
via Seriald/0/0, receiwve
L FEOO: /B [D/A0]

via wulll, r=ceive
{R14




IPv6 Multicast Addresses

Assigned IPv6 Multicast Addresses

% IPv6 multicast addresses have the prefix FFOO::/8
+ There are two types of IPv6 multicast addresses:

= Assigned multicast
= Solicited node multicast



IPv6 Multicast Addresses

Assignhed IPv6 Multicast Addresses (cont.)

Two common IPv6 assighed multicast groups include:

= FFO2::1 All-nodes multicast group -
= All IPv6-enabled devices join
= Same effect as an IPv4 broadcast address

= FFO2::2 All-routers multicast group
= All IPv6 routers join

= A router becomes a member of this group when it is
enabled as an IPv6 router with the i pv6 uni cast -
routi ng global configuration mode command.

= A packet sent to this group is received and processed by
all IPv6 routers on the link or network.




Connectivity Verification




Testing and Verification

Ping — Testing the Local Stack

Testing Local TCP/IP Stack
L oot £rco connection Properties

Netwoding | Authartication | Shanng |

Finging the local host confirms
that TCP/IF ig installed and
working on the local host.

Conrect uaing.

I{ﬂ irtel{R) 2579 M Gigabt Metwork Connecticn

= C:Vping 127.0.01

This connection wses the following Eems

7| Bl Nt oemirsstic Metwork Enhancer

vl = 0o Packet Scheduer

] Fit= &nd Prirder Sharing for Micresalt Nelworks
¥ - Jntmmnt Prodocel Verson 6 (TCPAPE]

b i Intemet Protocol Verson 4 (TCPAPw) |

W = Link-Laver Topology Discovery Responder

atal. | Unestal | Copee

Wl & Lirk-Layer Tepakeay Discovery Mapper 1O Driver

 Dhesc

device to ping itself,

Pinging 127.0.0.1 causes a

=

Alows your computerto access resowrces on 3 Momosoh
natwork

»




Testing and Verification

Ping — Testing Connectivity to the Local LAN

Testing IPv4 Connectivity to Local Network

ECHO REQUEST

ECHO REPLY

10.0.0.254
255.255.255.0

Indernet Frotood Yerson 4 (1 I.'IPu-Iﬁthﬂ" = IJEI
Genéral |
i i gllﬂhﬂhgﬂ'-d-.-llml; oF your nistiark mspgeot ks

thi L ek
r..-sw mﬁﬁmb I nemt sdminsirabor

C=ping 10.0.0 254

™ bk a0 P addness Zulomasoaly
=07 Lk Dl Feiomeiiny T ek i

10001 P e Eraweae s
255 255.255.0 bt e ——
Dot gy [ o]

1™ i | rlbere ek e ar g

— I gz e Telosiieg OME sore e add

Perloys ool LIS werarrs | .
Hprale D4 e e | . .

1™ vairiete metings uoor st Bayanced..
o | Cawnd |




Testing and Verification

Ping — Testing Connectivity to Remote

Testing Connectivity to Remote LAN
Ping to a Remote Host

Fo 10.0.1.0
Fi1 10.0.0.0
L J
10.0.0.254 10.0.1.254
255.255.255.0 255.255.255.0

10.0.01 — 10.0.0.253 10.0.1.1 ) 10.0.1.253

255.255 2550 255255256 0 255,255 2550 : 25562552550
10.0.0.2 10012

255.255.255.0 25525025500




Testing and Verification

Traceroute — Testing the Path

Traceroute

Generates a list of hops that were successfully reached along
the path.

Provides important verification and troubleshooting
information.

If the data reaches the destination, then the trace lists the
interface of every router in the path between the hosts.

If the data fails at some hop along the way, the address of the
last router that responded to the trace can provide an

indication of where the problem or security restrictions are
found.

Provides round-trip time for each hop along the path and
indicates if a hop fails to respond.



Summary



Summary

In this lecture, you learned that:

» IP addresses are hierarchical with network, subnetwork, and host
portions.

» An IP address can represent a complete network, a specific host,
or the broadcast address of the network.

» The subnet mask or prefix is used to determine the network
portion of an IP address. Once implemented, an IP network needs
to be tested to verify its connectivity and operational
performance.

» DHCP enables the automatic assignment of addressing
information such as IP address, subnet mask, default gateway,
and other configuration information.



Summary (cont.)

% IPv4 hosts can communicate one of three different ways: unicast,
broadcast, and multicast.

% The private IPv4 address blocks are: 10.0.0.0/8, 172.16.0.0/12, and
192.168.0.0/16.

» The depletion of IPv4 address space is the motivating factor for
moving to IPvé.

+ Each IPv6 address has 128 bits verses the 32 bits in an IPv4
address.

% The prefix length is used to indicate the network portion of an IPvé
address using the following format: IPvé address/prefix length.




Summary (cont.)

% There are three types of IPv6 addresses: unicast, multicast, and
anycast.

% An IPv6 link-local address enables a device to communicate with
other IPv6-enabled devices on the same link and only on that link
(subnet).

+ Packets with a source or destination link-local address cannot be
routed beyond the link from where the packet originated.

% IPvé6 link-local addresses are in the FE80::/10 range.
» ICMP is available for both IPv4 and IPvé.




