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Routing Concepts




Lecture Objectives

Upon completion of this lecture, you will be able to:

» Configure a router o route between multiple directly
connected networks

» Describe the primary functions and features of a router.

» Explain how routers use information in data packets to make
forwarding decisions in a small- fo medium-sized business
network.

Explain the encapsulation and de-encapsulation process used by
routers when switching packets between interfaces.

» Compare ways in which a router builds a routing table when
operating in a small- to medium-sized business network.

» Explain routing table entries for directly connected networks.

» Explain how a router builds a routing table of directly
connected networks.



Lecture Objectives (cont.)

<+ Explain how a router builds a routing table using static routes.

% Explain how a router builds a routing table using a dynamic
routing protocol.



Lecture Overview

Routing Concepts

Initial Configuration of a Router
Routing Decisions

Router Operation

Summary



Functions of a Router

Characteristics of a Network
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Initial Configuration of a Router

1.1.1.1 Characteristics of a Network

Functions of a Router

Networks have had a significant impact on
our lives. They have changed the way we
live, work, and play.

MNetworks allow us to communicate,
collaborate, and interact in ways we never
did before. We use the network in a variety
of ways, including web applications, IP
telephony, video conf ing, interactive
gaming, electronic commerce, education,
and more.

As shown in the figure, there are many key
sfructures and performance-related
characteristics referred to when discussing
networks:

+ Topology - There are physical and
logical topologies. The physical
topology is the arrangement of the
cables, network devices, and end
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Functions of a Router
Why Routing?

The router is responsible for the routing of
traffic between networks.

Routers Route Packets

| Bl #ahow ip route

Codes: C — connected, 5 — statie, I - IGRP, R - RIP, M - mchile, B — BGP
D — EIGRPF, EX - EIGRF external, O — O5FF, IA - 0OS5PF inter area
Ml — OSPF WEEA external typs 1, N2 - OSFF NSSA external type 2
El — OS5PF external type 1, E2 - OS5FF external type 2, E — EGP
i — IS-I5, L1 — IS-1I5 lewvel-1l, LZ — IS5-I5 level-2, ia — I5-IS
inter area

* — candidate default, U - per-usger static route, o — CDR

F - periodic downioaded static route

Gateway of last resort is not set

] 192.1e8.1.0/24 iz directly connected, FastEthernetd/0
24 152.168.2.0/24 is directly connected, Serial(/0

Cisco 105 command line interface (CLI) can be used to view the route table.



Functions of a Router

Routers are Computers

Routers are specialized computers containing the
following required components to operate:

» Central processing unit (CPU)

» Operating system (OS) - Routers use Cisco
I0S

* Memory and storage (RAM, ROM, NVRAM,
Flash, hard drive)

“Wemory | Voiatle | Non-Voratie

RAM Volatile Running |03
«  Running configuration file
« |P routing and ARF tables
«  Packet buffer

ROM Non-Volatile *  Bootup instructions
«  Basic diagnostic software
«  Limited 105
NVRAM  Non-Volatile « Startup configuration file
Flash Mon-Volatile « |08

«  Other system files



Functions of a Router

Routers are Computers

Routers use specialized ports and network
interface cards to interconnect to other networks.

Back Panel of a Router

| eHWIC 0 ]l LAN Interfaces I

l Double-Wide eHWIC Slots I ALY Port
[ e - ' e,

Console USB l LSB Ports |
Mini-B



Functions of a Router

Routers Interconnect Networks

» Routers can connect multiple networks.
» Routers have multiple interfaces, each on a different IP network.

Home Office




Functions of a Router

Routers Choose Best Paths

+ Routers use static routes and dynamic
routing protocols to learn about remote
networks and build their routing tables.

% Routers use routing tables to determine
the best path to send packets.

% Routers encapsulate the packet and
forward it to the interface indicated in
routing table.



Functions of a Router

Routers Choose Best Paths

How the Router Works

182.168.2.0v24

192, 1E8.1.0024 1892.168.3.0v24

Fd fshow ip roote

e o
C = conected, 5 - statac, T — IGEF, B — BIF, M - mibile, B — BF

I — EIFFF, EX — EIERF padoermml, O — GFF, I[A - (GEF ipker ar=s Roltels Usethe

M1 — OHPF MEEA echernal type 1, 2 - 0GPF HESA exbernal type 2 mutiqgtdahlelihea

El — CHPF ssctermal type 1, EX - OSPF extermal type 2, E — BE map 10 discover

i— IS-I8, L1 - IS-I5 lmml-1, L2 — IS-T5 lewel-2, in - I5-I3 inker arma the best path for a
* - candidate defenlt, T - per-user skbabic ooote, o — O0R Orven network,

P — periodic downlosdesy static ooobe
Gatempay of last resort dis ook sek
I 152 168,10 W24 is dirsctly comnecied; FastEthernet000

I 152 162.2 0/2 in dirsctly coroected, S=ciadll/000
= 152 168,53 003 ism directly ocorcweched;  S=oiad00000




Functions of a Router

PackeT Forwarding Methods

- Process switching - An
older packet forwarding

Cisco Express Forwarding

mechanism still available for e
Cisco routers.

» Fast switching - A common n
packet forwarding
mechanism which uses a

fast-switching cache to e el e e s
store next hop information. 1 Packe
» Cisco Express Forwarding 2nd aciet
(CEF) - The most recent, d Pkt e
fastest, and preferred Cisco  wpue
I0S pGCkeT'fOrWGPding St Packet-

mechanism. Table entries
are hot packet-triggered
like fast switching but
change-triggered.



Connect Devices

Connect to a Network

Sample LAN and WAN Connections

Home Office
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Connect Devices

Default Gateways

To enable network access
devices must be

configured with the = : =
. Deshnatmnql'uMD Saource MAC Shcra IR Address Deztination MAC
following IP address Adress Adress filiins -
information e RS 162.168.1.110 172.16.1.98
= IP address -
Identifies a unique ki | e B

host on a local
network.

172.16.1.1
22-32-22-32- 323

Web Server
= Subnet mGSk - F‘r??;‘,ﬁ_%-l-_1,1'3_”_,,\ 192.168.1.1 AB-CD-ERA2.54-58
Identifies the host's
o FZCE My default gateway is
network subnet. 55-88-58. 86 65,08 192.168.1.1.
FTP Server
= Default gateway - 162 16819

Identifies the router
a packet is sent to to
when the destination
is hot on the same

local network subnet.

My default gateway i= e

THAIER. T



Connect Devices
Document Network Addressing

Network Documentation should include at least the following in a
topology diagram and addressing table:

» Device names

» Interfaces

» IP addresses and
subnet mask

» Default gateways

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24
19216831

Interface IP Address Subnet Mask | Default
Eatewa:,'

Fal/o 192.168.1.1 255.256.255.0
=0/ 192,168.2.1 255.285.255.0 | N/A
R2 Fal/m 192.168.3.1 255.285.255.0 | N/A
S0/ 192.1668.2.2 255:255.255.0 | N/A
PC1 N/A 192.168.1.10 255.2556.255.0 | 192.168.1.1

PC2 NIA 192.168.3.10 255.285.255.0 | 182.168.3.1



Connect Devices

Enable IP on a Host

Statically Assigned IP address - The host is manually
assigned an IP address, subnet mask and default gateway. A
DNS server IP address can also be assigned.

« Used to identify specific network resources such as
network servers and printers.

« Can be used in very small networks with few hosts.

Dynamically Assigned IP Address - IP Address information is
dynamically assigned by a server using Dynamic Host
Configuration Protocol (DHCP).

* Most hosts acquire their IP address information
through DHCP.

« DHCP services can be provided by Cisco routers.



Basic Settings on a Router

Configure Basic Router Settings

Basics tasks that should be first configured on a Cisco Router and
Cisco Switch:

+ Name the device - Distinguishes it from other routers

+ Secure management access - Secures privileged EXEC, user
EXEC, and Telnet access, and encrypts passwords to their highest
level

Rl (config) $enable secret class
Bl {config) #

El {config) #line console ©

Rl {config-line) 4password cisco
Rl {config-line) #login

El {config-line) #axit

Rl (config) #

Rl {config) $line vty 0 4

Rl {config-line) #password cisco
Rl {config-line) #login

El (config-line) #axit

Rl {monfig) #

Rl {config) $service password-encryption
Bl {config) #

« Configure a banner - Provides legal notification of unauthorized
access.

+~ Save the Configuration



Basic Settings on a Router

Configure an IPv4 Router Interface

TO be GVG”Gble, a r'OUTer' Configure the G0/0 Interface
interface must be:

+ Configured with an address
and subnet mask .

+ Must be activated using no 7
shutdown command. By TG 180:1 1024 10.1.2.0124
defGUIT LAN and WAN _F_-llc.'un:'it‘{] ¢interface gigabitethernet 0/0

. . Rl {config-if) $description Link to LAN 1
InTCI"fGCCS are not activated. F_ltcrun:‘i:'—i:']#ip addiass 192.168.10.1 255.255.255.0
. Rl (config=-i£) #no shutdown

% Serial cable end labeled DCE =i (contic-iz) texit

Bl {contfig)#

mUST be Configured Wi-l-h The *Tan 30 22:04:47.551: SLINE-Z-UPDOWN: Intezface

10 192.168.10.0/24
e GO0

10.1.1.0/24
Az 10

209.165.200.224/30

GigabitEthernet(/d, changed state to down
clock rate command. R1 (confial é
. . . *Tan 30 22:04:50.8589: SLINE-3-UPDCWN: Interfzce
o OpTlonal descr’|p1‘|on Can be GigabitEthernet(/0, chinged state to up
. *Jan 30 22:04:51.9%3: SLINEFROTO-5-UPDOWH: Line protocol on
|nCIUded. Interface GigshitEthernetid/0, changed state to up

Bl {config)#




Basic Settings on a Router

Configure an IPvé Router Interface

To configure interface with IPvé6
address and subnet mask:

/7
0‘0

Use the ipv6 address /pv6-
address/ ipv6-length [link-local |
eui-64Jinterface configuration
command.

Activate using the no shutdown
command.

IPv6 interfaces can support more
than one address:

Configure a specified global unicast

- [pv6-address / ipv6-length

Configure a global IPv6 address
with an interface identifier (ID) in
the low-order 64 bits - /pv6-
address / ipv6-length eui-64

Configure a link-local address -

ipv6-address / ipv6-length link-local

Configure the R1 G0/0 Interface

2001:00B8: ACAD:2::/64

Rl (config) binterface gigabitethernet 0/0

Rl {zonfig-1if) fdescription Link to Law 1

El {config-if) fipvé address 2001:dbf:acad:1::1/64
Rl (config-i£) #no shutdown

Rl (config-1f£) #exit

Rl (config) #

*Feb 3 21:38:37.279: SLINKE-3-UPCOWHN: Interface
GigabitEthernet(/0, changed state to down

*Febh 3 21:38:40.967: SLINE-3-UPDOWM: Interface
GigabitEthernet(/{, changed state to up

*Feb 3 21:38:41.957: $LIMEPROTO-5-UPDONM: Line protoocol on
Interface GigabitEthernetl/0, changed atate to up

Rl (config) ¢



Basic Settings on a Router

Configure a Loopback Interface

A loopback interface is a
IOgiCOI iﬂfo‘fGCC 1'ha1' is Configure the Loopback0 Interface
internal to the router:

+ Tt is not assigned to a
physical port, it is
considered a software
interface that is

. . 192.168.11.10/24 10.1.2.0/24
automatically in an UP
STGTe. E2 {config) $interfaca locopback 0
. . R2 ({config-if) #ip =sddress 10.0.0.1 255.255.255.0
+ A loopback interface is R2 (contiqif) faxit
. Rl (config) #
userI for‘ TQST'ng. *Jan 30 22:04:50.8%9: SLINE-3-UPDOWN: Interface loopbacki,
. . . changed atate to up
o IT ls |mpor'1'an1' |n The *Jan 30 2Z2:04:51.8%3: SLINEFRQOTO-5-UFDOWH: Line protocol on
. Interface loepbackl, changed atate to up
OSPF routing process.




Verify Connectivity of Directly Connected Networks

Verify Interface Settings

Show commands are used

.0

K/
0‘0

K/
0‘0

to verify operation and
configuration of
interface:

show ip interfaces
brief

show ip route
show running-config

Show commands are used

.0

.0

to gather more detailed
interface information:

show interfaces
show ip interfaces

Verify the Routing Table

192.168.10.0/24
0

— -

10.1.1.0024
10

10.1.2.0024

Flf{show ip route -
Codez: I - lozal; C — connected, 5 - atatic, R - BRIF;, M - mo

<putput omitted,

Cateway of lz=t rescxt i3 not se=t

152,168,10.0/24 is wvariably subnetted, Z subneta, 2 ma

e 182, 168.10,0/28 is directly commected, SigabitEther

192, 1e8.10.1/32 iz directly connected, GigabitFther

152.168.11.0/24 1s wariably subnetted, 2 subneta, 2 mal
192.168.11.0/24 iz directly connected, GigabitEthern
192,168,11,1/32 i= directly connected, GigahitEther}

209,165, 200.0/24 iz warigbhly subnetted, 2 subnets, 2 mw

: ] |

A

By




Verify Connectivity of Directly Connected Networks

Verify Interface Settings

Some of the common
commands to verify the IPv6
interface configuration are:

» show ipvé interface brief
- displays a summary for
each of the interfaces.

» show ipvé interface
gigabitethernet 0/0 -
displays the interface
status and all the IPv6
addresses for this
interface.

% show ipvé route -
verifies that IPv6
networks and specific IPv6
interface addresses have
been installed in the IPv6
routing table.

D)

Verify the R1 Interface Status

2001:0DE8:ACAD:1:/64

2001:0DEB:ACAD:2::/64

Flf¥show ipve interface brief

FilgabitEthernsati 0 [upfuo]

FEBO: (FE: 4VFF i FEVE 1 03RS
2001 :0BE8 :ACAD:T: 21

GigabitEtherneti/1 [up/up]
FEBG: (FEA9: VFFIFETS 1 C3EL
2001 :DE8ACAD: 2 0]

Zeriald/0/0 [up/up]

FEBD: 1FEY9:1 4VFF : FRETS 1 03E0

ANNA a0 s 3SRt A




Verify Connectivity of Directly Connected Networks

Filter Show Command Output

Show command output can be managed using the following command and
filters:

+ Use the terminal length number command to specify the number of
lines to be displayed. A value of O (zero) prevents the router from
pausing between screens of output.

+ To filter specific output of commands use the (|)pipe character after
show command. Parameters that can be used after pipe include:

= section, include, exclude, begin

R1#show ip interface brief =~ Rj.#shm: ip interface briaf
Interface [E-Rddress OE? Methoo Stat {— Interface IP-Rddress OE? Method Status
Embedded-fervice-Enginel/0 unassigned YES unsat KLU ml Embeddad-Zervice-Enginaeld /0 unassigned YES unset administ
1:;['1':'\' Ethernet (/0 192.168.10.1 YES manual G ._Tih. Btharnat JJ, 192 .168.10. YES manval up |
iy 1931698 11,1 ¥ES manual uT GigabitEthernati/ 192, 168.11.1 ¥YES manual up
209.165.200.225 YES manual Sariallf0f 209.165.200.225 YES manual up
unassigned YES unset admindg e__“..-,-"f],-"_ unassigned YES unset zominiat]
R14
Rl4show ip interface brief | exclude unassigned REl4show ip interface brief | include up
THtarfana I[P-Address 0K7? Me-hod Starus GigabitEthernet(/d 132.168.10.1 YES manual up
GigabitEthernesd/d ].;_,2_1,-_:‘;-;_“:._-_ YRE i) GigabhitEthernet(/1 152,168.11.1 YES manual up
1:;['1':"' Ethernetd/1 19% . 168 . R ga et Iy Eerizl0 00 Z09.165.200.225 YES manual up
Rl
Seci210/0/0 209.165.200.225 ve3 mmnual -‘f. T r ]
_1 i T—H hl ——

A0 -




Switching Packets between Networks

Router Switching Functions

Encapsulating and De-Encapsulating Packets

Laver 7 A Laver 7
Layer 6 Layer 6
Layers Layers
Layer 4 Layer 4
A A A
Layer 3 Layer 3 Layear 3 Layar 3 Layer 3
Laver2 Layer 2 Layer 2 Layer 2 Laver 2
Layer 1 Layer 1 Layer 1 Layer 1 Layer 1
BT AL ANLT AL,
=l = —- — !
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24

Z AW 0n Faon Fani
192 168.1.10  00-10 00-20  0B-31 0C-22  qn7 188410

0410 08-20




Switching Packets between Networks

Send a Packet

PC1 Sends a Packet to PC2

Because PC2 is on different network, | will encapsulate the packet and send
it to the router on MY network. Let me find that MAC address....

192.168.1.0024 192.168.2.0024 192.168.3.0/24 192.168.4.0024
m . | g 1 ? i
e | Fal/o GG Fali1  FaliD
- Qo-10 Q0-20 0B-31 QZ-22 -
192.168.1 .10 192168410
04-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Dest MAC [Source MAC Source IP Dast: IP y
00-10 DA-10 TresE0d |191155_1.1n 192 168.490| TP Shite Traliar

'BC1's ARP Cache for R1

IF Addrass MAC Address

1192.168.1.1 00-10



Switching Packets between Networks

Forward to the Next Hop

R3 Forwards the Packet to PC2

192.168.1.0/24 192.168.2.0/24 192.168.3.0024 192.168.4.0024
4~ i1 7 g——
Fa0/0 WLAPFa01  Fadilo 00 ==y i Fa0i0
- 00-10 o0-20 0B-31 oc-22 -
192.168.1 10 192.168.4.10
0A-10 0B-20
Layer 2 Data Link Frama Packet's Layer 3 data
Dest. MAC jSource MAC| Source IP Dest. IP -
0E-31 00-20 Type 500 | o9 188.1.10] 192168400 T oe Bt ety
R1’s Routing Table
Netwark - Next-hop-IP Exit Interface
102 168.1.0/24 Dir. Cannect. Fa0iD
192.168.2.0/24 |0 Dir, Connact. Faln
192 168.3.0/24 |1 192,168 2.2 Fad

182 168.4.0v24 |2 182.168.2.2 Fali




Switching Packets between Networks

Packet Routing

R2 Forwards the Packet to R3

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24
3 A 2
Fal/o Fali'1 Fal/i
- 00-10 00-z0 0B-31
192.168.1.1D 192.168.4.10
0A-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Address Conirol Type 800 Source [P Dest, IP [P figlds Trailar
CrcBF OO 192 188.1.10 | 192.168.4.10 :
R2's Routing Table
Netwark Next-hop-IP Exit Interface
152.168.1.0/24 192.168.3.1 FalQ/0
192.168.2.0/24 |D Dir. Connect. Fal0/D
192.168.3.0v24 (D Dir. Connect. 2000
1 192.162.3.2 S_UJ'CI.'LI

192.168.4.0/24




Switching Packets between Networks

Reach the Destination

R3 Forwards the Packet to PC2

l My ARP table tells me that PC2 uses MAC address 0B-20. !
192.168.1.v24 192.168.2.0124 192.1656.3.0024 192.168.4.0024
A 1 2 '
Fa0/0 . Falii Fab/l
- 00-10 0020 0B-31

Fab/n
0c-22 -

1892 168.1.10 192 168.4 10
04-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
1 5=
Dest. MAC e Type2oo | Source P | Dest IP IP fields Data Trailer
0B-20 By 182 168.1.10 | 182.168.4.10
R3's ARP Cache R3's Routing Tabie
IP Address | MAC Address Network Next-hop-IP Exit Interface
192.168.4.10 0B-20 182168 .1.0/24v | 2 192168 3.1 0010
192.168.2.0/24 |1 18216231 S0/0/0
192.168.3.0¢24 |0 | Dir. Connect. S0

192.168.4.0v24 |0 Dir. Connect. Fadil



Path Determination

Routing Decisions

Packet Forwarding Decision Process

Packet arrives on
interface.

Y

Router searches
the routing table for a
match.

Drop the packet
and send an ICMP

message back fo
the source IP

address.

Does the destination IP
address match the

subnetofa .,

Diirectly
Connected
Interface?

Remote network?

Iz there a gateway
of last resort
available?

Check ARP cache
{ARP if necessary)
and forward to
host on lecal
subnet.

Encapsulate the
frame and forward
aut of the exit
interface fo the
naxt hop.

Encapsulate the
frame and forward
out of the exit
interface to the

next hop.




Path Determination

Best Path

Best path is selected by a routing protocol based on
the value or metric it uses to determine the distance
to reach a network:

A metric is the value used to measure the distance to a given
network.

Best path to a network is the path with the lowest metric.

Dynamic routing protocols use their own rules and
metrics to build and update routing tables:

Routing Information Protocol (RIP) - Hop count

Open Shortest Path First (OSPF) - Cost based on cumulative
bandwidth from source to destination

Enhanced Interior Gateway Routing Protocol (EIGRP) - Bandwidth,
delay, load, reliability



Path Determination

Load Balancing

When a router has two or more paths to a destination with
equal cost metrics, then the router forwards the packets
using both paths equally:

Equal cost load balancing can improve network
performance.

Equal cost load balancing can be configured to use
both dynamic routing protocols and static routes.

RIP, OSPF and EIGRP support equal cost load
balancing.



Path Determination of the route

Administrative Distance

If multiple paths to a destination are configured on a router, the path
Installed in the routing table is the one with the lowest Administrative
Distance (AD):

« A static route with an AD of 1 is more reliable than an EIGRP-
discovered route with an AD of 90.

« Adirectly connected route with an AD of O is more reliable than a
static route with an AD of 1.

Default Administrative Distances

Connected 0
Static 1
EIGRF summary route 7]
External BGP 20
Internal EIGREF a0
IGRF 100
OSPF 110
515 115
External EIGRP 170

Internal BGF 200



The Routing Table

The Routing Table

A routing table is a file stored in RAM that contains
iInformation about:

= Directly connected routes
= Remote routes

= Network or next hop associations

Directly connected
network

19216810024
10.1.1.0/24

209:165.200.224/30

225

526

Directly connectad 10,12 0024

192.168.11.0v24 network Remote networks

Directly connected
network



The Routing Table

Routing Table Sources

The show ip route command is used to display
the contents of the routing table:

+ Local route interfaces - Added to the
routing table when an interface is configured.
(displayed in IOS 15 or newer)

+ Directly connected interfaces - Added to
the routing table when an interface is
configured and active.

+ Static routes - Added when a route is
manually configured and the exit interface is
active.

& Dvnamic routina nrotacal - Added when



The Routing Table

Routing Table Sources

Routing Table of R1

; 192.168.10.0/24 10.1.1.0024

192.168.11.0:24 10.1.2.0/24

¥

Flishow ip routs
il:'-::l:'l.:-_-:'. L —lgzal, C — conoecked; & - ‘atatic; R — BIP; M - mokile, B-— BGP
O - EI&RF, EX - EIfRP extarmal, O0-- O5FF, IA - O5FF inter arpa

Bl - OSPF HSEA exte=rnal bype 1, M2 - 0ZPF HS55A external type 2
El - OSPF axtermal type 1, E2 — OS5FF esxtermal type 2, E - EEP
i = I5-I8, Ll - I5-1I5 lewsl-1l, LZ - IS-I5 lewvel-Z, is —

1&5=1% inter acza
¥~ gandidete defAult, T - per-ussr static coote, o — DOR
F - periodic downlaaded static coote
(Gatmway of Jeast resort is not ast
100 00008 iw wariably subnatbed, 2 suboets, £ masks
tD 1001 L.0/2¢ [90720T0112] wia 209,165, 200.226; Q0:0d:05,




The Routing Table

Remote Network Routing Entries

Interpreting the entries in the routing table.

Remote Network Entry Identifiers

o 192.168.10.0/24 %

— GO0 6410001
4 209.965.200.224/30 = -

10.1.1.0/24

192.168.11.0024 10.1.2.0/24

[D Ot Oi2d  [E021701128) wia 2090165.200.226, 0000005, Eeriﬁiﬂl'ﬂ.'DJ

D - |[dentifies how the network was leamed by the router,

D - |dentifies the destination network.

D - |dentifies the administrative distance (trustworthiness ) of the route source.
D - [dentifies the metric o reach the nemote netwark.

|:] - |[dentifies the next-hop IP address to reach the remote network,

D - |[dentifies the amaout of elapsed time since the netwaork was discovered.
)

- |dentifies the outgoing interface on the router fo reach the destination network.



Directly Connected Routes

Directly Connected Interfaces

A newly deployed router, without any configured interfaces, has an
empty routing table. An active, configured, directly connected
interface creates two routing table entries:

. Directly Connected Network Entry ldentifiers
« Link Local (L) Y i

% Directly Connected (C) < g

10.1.1.0/24

-
192.166.11.024 10.1.2.0/24

B B C

c L22.168.10.0/24 i3 directly commected, GigabitEthernetD/d

L 122 168101732 da directly connected, GigebitEtheroetD/0

Legend
D - Identifies how the network was leamed by the router.
D - |dentifies the destination network and how it is connected.

D - Identifizs the interface on the router connected to the destination network.



Directly Connected Routes

Directly Connected Example

192.168.10.0/24 10.1.1.0/24
0 — = A0

A routing table pci B
with the directly
connected
interfaces of R1
configured and
activated.

192.168.11.0/24 10.1.2.0/24

El# show ip route | begin Gateway =
Gateway of last resort is not set

1%2.168.10.0/24 is variably subnetted, 2 subnets, 2

masks

2 192.168.10.0/24 is directly connected, =

GigabitEthernet(/0

L 182.168.10.1/32 is directly connected,

GigabitEthernet0/0 I
1%92.168.11.0/24 is wvariably subnetted, 2 subnets, 2

masks

4 192.168.11.0/24 is directly connected,

GigabitEthernetd/1

L 192 .168.11.1/32 is directly connected,

GigabitEthernetl/1 m




Directly Connected Routes

Directly Connected IPvé Example

The show ipv6 route command shows the ipvé networks and routes
installed in the routing table.
Show the IPv6 Route Table |

H01:0DB&: ACAD:1::/6d 2001:00B8: ACAD: 0D04: /64
L 2001:00B8: ACAD: 3::/64

2001:0DB8: ACAD:2::/64 20071:00B8: ACAD:DO05: 64
N

| Al#shew ipwh route ::
IPvE Routing Table - defaunlt - 5 entries
Codes: CT'— Connected, L — Local, 5 — Static,

. = Per-user Static route, B - BGF, R — RIP

B o= MHEF, I1 - ISES 1, I - ISES LI

I% - ISIS interarea, IS5 - IBIS summary, D0 — EIGRF =

EX - EIGEP external, ND - HD Default

HOp — WD Prefix, DCE - Destination, NDr - Redirect
9. - OEPF Intra, O — OSFF Inter, OEl - DOSFF ext 1
JE2 — OSFF ext 2, ONlL - OS5FF WSSA ext 1 —
JHZ2 — OZPF HESA ext 2
C Z001:DEA:ACAD:1::;/6d [0O/0]
via GigabitEthernet(/0, directly connected
L Z2001:DEA:ACAD:1::;1/128 [0/0]
via GigabitEthernet(/0, recsive =]




Statically Learned Routes

Static Routes

Static routes and default static routes can be implemented
after directly connected interfaces are added to the routing
table:

» Static routes are manually configured
» They define an explicit path between two networking devices.
» Static routes must be manually updated if the topology changes.

» Their benefits include improved security and control of
resources.

» Configure a static route to a specific network using the ip route
network mask {next-hop-ip | exit-intf}
command.

» A default static route is used when the routing table does not
contain a path for a destination network.

» Configure a default static route using the ip route 0.0.0.0
0.0.0.0 {exit-intf | next-hop-ip} command.




Statically Learned Routes

Default Static Routes Example

Entering and Verifying a Static Default Route
1o 192.168.10.0/24 10.1.1.0/24

192.168.11.0v24 10.1.2.00/24

fliconfig) dip route 0.0.0.0 0.0.0.0 Serialo/o/0 -
Eliconfig) fexit

Rl

AFeph L 10:19:34 483%: %8YS-S-CONFIG I; Configured fram conscle
by consola =

Elfshow ip route | begin Gateway
Gateway of last resart iz 0.0.0.0 to nstwork 0.0.0.0

% Q.0.0.0/0 ig directly connected, Serial0/0/0
132 _16B8.10.0/24 ig wariably subnetted, 2 gubnekbs, 2 masks
o 192 168, 10.0/24 iz directly connected, GigabitEthsrnet(/0 _
L 192 . 168.10.1/32 iz directly connected, GigabitEthernetd/0 |
192 1B 11.0/24 iz wvariably subnetted, 2 subnets, 2 maska
C 192.168.11.0/24 i3 directly connected, GigabitEthernetisl
L 192 168.11.1/32 18 directly connected, GigabitEthernetiyl

[«




Statically Learned Routes

Static Routes Example

192.168.10.0/24

10.1.1.0/24
= 0

q.10

225

so/olo S0/0/0

192.1686.11.0/24 10.1.2.0/24

Rl (config)# ip route 0.0.0.0 0.0.0.0 Serial0/0/0

Bl iconfig)# exit

Rl#

*Feb 1 10:19:34.483: %5YS-5-CONFIG I: Configured from console

| by console

Rl# show ip route | begin Gateway
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

g% 0.0.0.0/0 iz directliy connected, SerizlD/0/0
192.168.10.0/24 i=s variably subnetted, 2 subnets, 2 masks
g 182.168.10.0/24 is directly connected, GigabitEthernet(/0

L 182.168.10.1/32 is directly connected, GigabitEthernetl/0
192.168.11.0/24 is variably subnetted, 2 subnets, 2 masks
& 192.168.11.0/24 is directly connected, GigabitEthernet(/1

L 192.168,11.1/32 is directly connected, GigabitEthernet(/1




Statically Learned Routes

Static IPv6 Routes Example

Entering and Verifying an IPv6 Static Default Route

2001:0DB8: ACAD:1::lc4 2001:0DB8: ACAD:4::/64
10

]
2001:0DB8: ACAD: 2::/64 2001:0DBE8: ACAD:5:: /64

Fl{config) ddpwé route ::/0 BOSOSO

Fl {oonfig) fexit

El{
| |
Elfshow ipvé route ,:
IPvh Fouting Table - default - 8 entries
|oedes: © - Connected, 1 - Loesl, 8 - Static;
0 - Per-user Static route 8
B - BS2, R — RIF, H - NHRF, Il - IBIS L1
I2 - ISLs L}, IR - IEBIS interarea, I8 - I[SIE Summary, -
0-— BIGRF
EX — EIGRF external, WD - MD Default, NOp - ND Frefix,
DCE - Cestination )
Wor — Redirect, O - OSPF Intra, OI — DSFEF Inter, —
OEL — O5PF ext 1
OE2 — DIFTF ext 2, ON1 - QS5PF N5sA ext 1,
ON2 - OSPF MESA ext 2

U R
wiag Bariald/0/d, directly codnected |
. ZeD1:pR81ACRD:1r:fed [O70] |

viz sigabitEthernet0/d, directly connscted




Dynamic Routing Protocols

Dynamic Routing

Dynamic routing is used by routers to share information about the
reachability and status of remote networks. It performs network
discovery and maintains routing tables.

L lknow that | ean reach the
following networks:
182168 10.0/24

192.168.10.0/24 |+ 182.168.11.0/24 10.1.1.0/24
10 . 2008165 200 224/30 10

g :Hellcl lam B1 and | am using ' "
.. |EIGRP to let my neighbors mtemet)

209.165.200.224/30

- ‘Hello BT, [am B2 and | am also
192.168.11.0/24 | using EIGRP fo let my 10.1.2.0/24
| neighbors know that | can [
reach the following networks: -
101,924
I 10.1.2.0024
{= 208.165.200.224/30
| | am also the default gateway to
ttha Intarnet,




Dynamic Routing Protocols

IPv4 Routing Protocols

Cisco ISR routers can support a variety of
dynamic IPv4 routing protocols including:

% EIGRP - Enhanced Interior Gateway Routing
Protocol

%+ OSPF - Open Shortest Path First

% IS-IS - Intermediate System-to-
Intermediate System

% RIP - Routing Information Protocol




Dynamic Routing Protocols

IPv4 Routing Protocols

Verify Dynamic Routes

10.1.1.0/24
Qntemeg e
=

209.165.200.224/30

192.168.11.0024 10.1.2.0/24

DHEX

o
o

R1¢

El¢show ip route | begin Gateway
Gateway of last resart is 209.165.200.226 to network 0.0.0.0

D.0.0.0/0 [L70/2287856] wig 208,165,200 226, 00:07:29, =eriald/of0
10.0.0.0/24 is =zubnetted, 2 subnets
10,1.1.08 [%0/21724916] via 200, 165 200,226, 00:0772%; Serialofasfn
ifci 2.0 [S0/2172416] wia 2006 165.200.224, 00307:29, serialdsafm
192.168.10.0/24 is wariably subnetted, # subnsta, 2 maska
192.188.10.0/24 is directly comnacted, SigabitEthernetd/d
192.168.10.1/32 ig directly connected, GigabitEthernetd/0
192, 168.11.0/24 is wariably subnetted, # subnsta, 2 maszks
192,188.11.0/24 i3 directly connacted, GigabitEthernetlsl
192,168.11.1/32 is directly connected, GigabitEthernet(s1
209_165.200.0/24 ia wariably subpnetted, 2 subnets, 2 masks
209,185 _200.224/30 i3 directly connected, Seriald/0/0
209,185.200.225/32 iz directly connectsd, Ssriald/o/0




Dynamic Routing Protocols

IPv6 Routing Protocols

Cisco ISR routers can support a variety of dynamic IPv6 routing
protocols including:

+ RIPng - RIP next generation

+ OSPFv3

« EIGRP for IPv6

% MP-BGP4 - Multicast Protocol-Border Gateway Protocol




Dynamic Routing Protocols

IPv6 Routing Protocols

Verify Dynamic Routes

2001:0DB8:ACAD: 1::/64 2001:0DBE:ACAD:0004::/64

=040 2001:0DBE8:ACAD:3::/64 oip
: 1

-
2001:0DB8:ACAD:2:: /64 2007 :0DBE:ACAD: D005 /G4
Elfshow ipwé route :'.

IFve Fouting Table — defanlt - 9 entries

cades: © - Connected, L - Lopal, 8 - Static, U - Per-user Static route
B - BGP, B — BRIF, H - WHRPF, Il - ISIS Ll
12 - IEIS L2, Ia - 1518 interarea, IS - ISIS summary, D — EIGRE
EX — EIEF external, ND — ¥D Default, WOp - HO Frefix, OCE -

Destination

WDr - Redirect, © - OSPF Intra, O - GSPF Inter,; OEL — OSPF ext i
DE2 - OSPF ext 2, Ml - OSPF ME&A ext 1, ONZ - OSPF NSSA ext 2
b

C  Z001:DBE:RCED:LI:Sed [040]
via GigabitEthernstd /0, directly connected
L Z001:CE3:ACObil:zlfLi26 [070]
wia GigabitEthernetl /0, receivs
2 2001:CES:achpi?:zfed [0/0]
wia GigabitEthernsti /1, directly connected
L Z001:0R3:ACID: 2: 217128 [0/0]




Summary



Summary

In this lecture, you learned that:

- There are many key structures and performance-related
characteristics referred to when discussing networks: topology,
speed, cost, security, availability, scalability, and reliability.

- Cisco routers and Cisco switches have many similarities. They
support a similar modal operating system, similar command
structures, and many of the same commands.

- One distinguishing feature between switches and routers is the
type of interfaces supported by each.

» The main purpose of a router is to connect multiple networks
and forward packets from one network to the next. This means
that a router typically has multiple interfaces. Each interface is
a member or host on a different IP network.




Summary (cont.)

» The routing table is a list of networks known by the router.

A remote network is a network that can only be reached by
forwarding the packet to another router.

» Remote networks are added to the routing table in fwo ways:
either by the network administrator manually configuring static
routes or by implementing a dynamic routing protocol.

» Static routes do not have as much overhead as dynamic routing
protocols; however, static routes can require more maintenance
if the topology is constantly changing or is unstable.

» Dynamic routing protocols automatically adjust to changes
without any intervention from the network administrator.
Dynamic routing protocols require more CPU processing and also
use a certain amount of link capacity for routing updates and
messages.



Summary (cont.)

» Routers make their primary forwarding decision at Layer 3, the
Network layer. However, router interfaces participate in
Layers 1, 2, and 3. Layer 3 IP packets are encapsulated into a
Layer 2 data link frame and encoded into bits at Layer 1.

» Router interfaces participate in Layer 2 processes associated
with their encapsulation. For example, an Ethernet interface on
a router participates in the ARP process like other hosts on
that LAN.

- Components of the IPv6 routing table are very similar to the
IPv4 routing table. For instance, it is populated using directly
connected interfaces, static routes and dynamically learned
routes.



